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Abstract: The Smart Healthcare Management System (SHMS) is a comprehensive digital platform 

engineered to enhance healthcare delivery by streamlining hospital workflows and enabling fluid, 

technology-driven interactions between doctors and patients. Conventional healthcare setups are 

lagued by inefficiencies—manual appointment booking, paper-bound patient records, and the 

physical barrier of in-person visits. SHMS systematically addresses these shortcomings through a 

unified platform that combines remote consultations via video conferencing, automated 

appointment scheduling, AI-powered symptom analysis, and encrypted cloud-based Electronic 

Health Record (EHR) management. Built on a robust client-server architecture using React.js, 

Node.js, and PostgreSQL, and integrated with Jitsi Meet for real-time video communication, the 

system delivers a scalable, secure, and user-friendly environment for all stakeholders. The result 

is a measurable reduction in administrative overhead, improved patient access irrespective of 

geographic location, and higher quality of care through real-time clinical decision support. 
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1. INTRODUCTION 
The healthcare industry is undergoing a profound digital transformation. Despite advances in 

medical science, the operational backbone of most hospitals continues to rely on manual 

processes—paper records, telephone-based appointment booking, and mandatory in-person 

consultations. These practices introduce inefficiencies that directly affect the quality of patient care: 

extended wait times, fragmented medical histories, and inaccessibility for rural or physically 

challenged patients. 

The Smart Healthcare Management System (SHMS) is designed to bridge this gap. By integrating 

remote consultation capabilities, intelligent scheduling, and secure electronic record management 

into a single cohesive platform, SHMS aspires to deliver a modern, patient-centric healthcare 

experience. Unlike generic communication tools such as video-calling applications, SHMS is 

purpose-built for clinical use—enabling physicians to access live patient charts, historical 

prescriptions, diagnostic reports, and symptom analysis during the consultation itself. 

At its administrative core, SHMS automates appointment scheduling, eliminating double-booking 

and reducing wait times. Digital prescriptions issued through the platform can be forwarded directly 

to linked pharmacy systems, creating a seamless prescription-to-fulfillment pipeline. The inclusion 

of an AI-driven symptom checker further empowers patients by offering a preliminary triage before 

consulting a specialist. 

The system is built on a scalable architecture with encrypted cloud storage, role-based access 

control, and compliance with established data protection standards. These design choices ensure 

mailto:mudraboinadoni@gmail.com
mailto:mudraboinadoni@gmail.com


Journal of Computer and Electrical Sciences (JCES)- Volume-1 Issue-4, April 2026  

ISSN: 3049-2602(Online)  

 
 

https://doi.org/10.5281/zenodo.19605357 

that SHMS is not merely a present-day solution but a forward-compatible platform ready to 

incorporate emerging technologies such as wearable health monitoring and AI-based diagnostics. 

1.1 Motivation 
The primary motivation for developing SHMS lies in the observable inadequacies of traditional 

healthcare infrastructure. Rising patient volumes, combined with a shortage of healthcare 

professionals, have intensified the burden on existing systems. Administrative tasks—appointment 

management, record maintenance, prescription handling—consume a disproportionate share of 

clinicians' time. By automating these functions, SHMS frees medical personnel to focus on what 

matters most: patient care. Additionally, geographical and mobility constraints that prevent timely 

medical consultation are addressed through the system's telemedicine capabilities. 

1.2 Problem Statement 
Traditional healthcare management systems exhibit several recurring deficiencies. Manual 

appointment scheduling leads to long queues and administrative errors. Physical record-keeping 

poses risks of data loss, damage, and delayed retrieval. Patients in rural or underserved areas face 

significant hurdles in accessing specialists. Post-consultation follow-up is often non-existent, 

leaving patients without guidance after their visit. SHMS seeks to resolve each of these issues 

through targeted digital interventions—transforming an inherently fragmented process into a 

connected, efficient, and patient-friendly ecosystem. 

 

2. LITERATURE SURVEY 
The transformation of healthcare through digital technology has been extensively studied. Research 

into Electronic Health Records (EHR) consistently demonstrates improvements in data accuracy, 

workflow efficiency, and error reduction when paper-based records are replaced with digital 

equivalents. However, adoption barriers—particularly implementation cost and data privacy 

concerns—continue to slow widespread deployment. 

Telemedicine has emerged as a significant domain within digital health, especially in regions where 

healthcare professionals are scarce. Studies indicate that virtual consultations are effective across a 

broad spectrum of conditions, from routine illness management to chronic disease monitoring, and 

yield improved patient satisfaction by reducing travel and wait times. Platforms such as Teladoc 

Health and Amwell have successfully facilitated remote consultations; however, they commonly 

lack deep integration with EHR systems, creating data silos that impede care continuity. SHMS 

directly addresses this gap by unifying consultation and record management within a single 

architecture. 

Artificial Intelligence (AI) integration in healthcare has gained significant traction. Systems such 

as IBM Watson Health have demonstrated AI's potential in clinical decision support and medical 

data analysis. Machine learning models have shown measurable efficacy in early detection of 

cancers, cardiovascular diseases, and neurological disorders. Yet, most AI-centric solutions remain 

narrowly scoped, addressing diagnosis or scheduling in isolation rather than offering an end-to-end 

platform. SHMS extends this paradigm by incorporating AI not only for diagnostics but also for 

patient triage through its symptom-checking module. 

Cloud-based platforms like Cerner and Epic Systems offer robust EHR solutions, but tend to serve 

large institutions and may not be accessible or economically viable for smaller practitioners. SHMS 

targets this scalability gap with a modular, cloud-hosted architecture suitable for healthcare 

providers of varying sizes. 

2.1 Comparison with Related Works 
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System / 

Platform 

EHR 

Integrat

ion 

Video 

Consult 

AI 

Features 

Scalabili

ty 

Teladoc 

Health 

Partial Yes Limited High 

Amwell Partial Yes Minimal Medium 

Cerner Full No Moderate High 

(Enterpri

se) 

Epic Systems Full Limited Moderate High 

(Enterpri

se) 

IBM Watson 

Health 

Partial No Advanced Limited 

SHMS 

(Proposed) 

Full Yes Advanced High (All 

Sizes) 

Table 1: Comparison of SHMS with Existing Healthcare Platforms 

 

3. SYSTEM ANALYSIS 
3.1 Existing System – Limitations 
Traditional healthcare management is hindered by multiple structural weaknesses that collectively 

degrade the patient experience and strain clinical resources: 

• Manual Scheduling: Phone and walk-in appointment booking introduces long queues, double-

booking risks, and significant administrative error rates. 

• Paper-Based Records: Physical files are susceptible to loss, physical damage, and misplacement—

making timely data retrieval difficult and error-prone. 

• Limited Accessibility: In-person consultation requirements disproportionately burden elderly, 

disabled, and rural patients who face mobility or distance challenges. 

• Poor Follow-Up Mechanisms: No standardized channel exists for post-consultation queries, 

leaving patients without guidance between visits. 

• Fragmented Data Ecosystems: Health records spread across disconnected systems hinder the 

comprehensive clinical view essential for informed decision-making. 

3.2 Proposed System – SHMS 
SHMS offers an integrated digital solution addressing each identified deficiency: 

• Virtual Consultations: Secure video calls through Jitsi Meet API integration allow doctors to 

diagnose and advise patients remotely, eliminating travel barriers. 

• Automated Appointment Scheduling: Real-time calendar management with conflict detection 

ensures efficient use of clinical schedules. 

• Electronic Health Records (EHR): Encrypted, cloud-hosted patient records are accessible to 

authorized providers instantaneously from any location. 

• E-Prescriptions: Digital prescriptions stored in the patient portal and linked to pharmacies 

eliminate handwritten prescription errors. 

• AI Symptom Checker: Machine-learning-powered triage guides patients toward the appropriate 

specialist, improving consultation efficiency. 

3.3 Functional Requirements 
The core functional requirements of SHMS include: (1) secure user registration and multi-factor 

authentication for patients, doctors, and administrators; (2) video consultation support with 
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concurrent access to patient history and live data; (3) automated appointment scheduling with real-

time availability; (4) e-prescription generation and pharmacy linkage; (5) comprehensive EHR 

management with access-controlled read/write operations; and (6) AI-driven symptom checker 

with specialist referral capability. 

3.4 Non-Functional Requirements 
Beyond functional capabilities, SHMS is designed to satisfy demanding non-functional criteria: 

Usability—intuitive interfaces for both technical and non-technical users; Reliability—high uptime 

with failover mechanisms; Performance—sub-second response times under peak concurrent loads 

validated via JMeter stress testing; and Supportability—comprehensive documentation enabling 

straightforward maintenance and future feature expansion. 

3.5 System Requirements 

Catego

ry 

Software Hardware 

Specific

ations 

OS: Windows 7/8/10 

Language: Java / J2EE 

Platform: Chrome Browser 

IDE: Visual Studio Code 

Database: PostgreSQL 

Frontend: React.js 

Backend: Node.js + Express 

Processor: Intel i5/i7 or AMD 

Ryzen 

RAM: 8 GB minimum 

System: 64-bit OS 

Network: Broadband Internet 

Table 2: System Requirements Specification 

 

4. SYSTEM ARCHITECTURE 
The SHMS architecture follows a layered client-server model designed for high availability, 

security, and modularity. Figure 1 presents the conceptual system architecture diagram illustrating 

the interaction between key layers and components. 

 
 

Figure 1: System Architecture of SHMS (Client-Server Layered Model) 

The client layer hosts the Patient App, Doctor App, and Admin Dashboard—each built using 

React.js for responsive, platform-agnostic access. These interact with the server through RESTful 

API calls secured over HTTPS. An API Gateway with JWT-based authentication and OAuth 2.0 

authorization ensures that every request is validated before reaching the business logic layer. 

The service layer is modular: the Appointment System manages scheduling and conflict resolution; 

the Video Consultation Module leverages Jitsi Meet for real-time video; the EHR Management 

module handles read/write operations on patient records; the Prescription Module generates and 

distributes digital prescriptions; the AI Symptom Checker applies machine learning to patient-

reported symptoms; and the Billing module integrates with external payment gateways. 
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At the data layer, a PostgreSQL database stores all persistent data in encrypted form. Load 

balancing and redundancy mechanisms ensure fault tolerance and uninterrupted service 

availability, even under peak load conditions. 

 

5. MODULE DESCRIPTION 
5.1 User Authentication & Authorization 
This module governs secure access to the platform for all user roles—patients, physicians, and 

administrators. JSON Web Tokens (JWT) combined with OAuth 2.0 implement role-based access 

control (RBAC), ensuring each user sees only the data and functionality appropriate to their role. 

Multi-factor authentication (MFA) adds an additional security layer for sensitive operations. 

5.2 Appointment Management 
The scheduling module provides patients with real-time visibility into doctor availability, enabling 

them to book, modify, or cancel appointments through a self-service interface. Conflict detection 

algorithms prevent double-booking. Automated reminders reduce no-show rates, and the module 

integrates tightly with the EHR and video consultation components to ensure a seamless pre-

consultation workflow. 

5.3 Electronic Health Records (EHR) Management 
Patient medical histories, including diagnostic reports, test results, medication records, and past 

prescriptions, are securely stored in an encrypted cloud database. Access is strictly role-based: 

physicians can read and update records; patients have read-only access to their own data; and 

administrators manage user permissions. The module is engineered for HIPAA compliance through 

robust encryption and detailed access logging. 

5.4 Video Consultation Module 
Powered by Jitsi Meet API, this module facilitates high-quality, encrypted video calls between 

patients and physicians. During consultations, doctors have simultaneous access to the patient's 

EHR, enabling informed clinical decisions. The module supports follow-up messaging to maintain 

continuity of care beyond the consultation session. 

5.5 Prescription Management 
Following a consultation, physicians generate digital prescriptions within the platform. These are 

securely stored in the patient's portal and can be transmitted directly to linked pharmacy systems, 

eliminating handwritten prescriptions and their associated error risks. Patients can access their 

prescriptions from anywhere, at any time. 

5.6 AI-Driven Symptom Checker 
This machine learning–powered module allows patients to describe their symptoms through a 

structured interface. The AI engine analyzes the input against a trained clinical knowledge base and 

returns a probable differential diagnosis alongside a recommended specialist category. This triage 

function reduces unnecessary consultations and helps patients navigate the healthcare system more 

efficiently. 

5.7 Admin Dashboard and Audit Logs 
Administrators access a centralized dashboard for user management, appointment oversight, 

system performance monitoring, and report generation. Comprehensive audit logs record all user 

actions and system events, supporting regulatory compliance and enabling swift investigation of 

any anomalies or security incidents. 

 

 

6. SECURITY DESIGN 
Security is embedded at every layer of SHMS rather than treated as an afterthought. The following 

principles guide the security architecture: 
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• Data Privacy: All patient records are encrypted at rest and in transit using AES-256 and TLS 1.3, 

ensuring that sensitive medical data is accessible only to authorized parties. 

• Authentication and Authorization: Multi-factor authentication combined with JWT-based role-

based access control prevents unauthorized access, even in the event of credential compromise. 

• Data Integrity: Cryptographic hashing of records and tamper-evident audit logs protect against 

unauthorized data modifications and provide a verifiable record of all system interactions. 

• Secure Communication: All API calls and data exchanges are conducted over HTTPS, preventing 

man-in-the-middle attacks and eavesdropping. 

• Regulatory Compliance: The system architecture adheres to HIPAA guidelines for protected 

health information (PHI) management, including access controls, audit logging, and breach 

notification readiness. 

7. RESULTS AND DISCUSSION 
The Smart Healthcare Management System was subjected to comprehensive functional and 

performance testing. Results confirm that the platform meets its core design objectives across 

usability, performance, and security dimensions. 

7.1 Performance Analysis – Response Time vs. Number of Users 
A key performance metric for any web-based healthcare platform is its ability to maintain 

acceptable response times as concurrent user load increases. JMeter-based load tests were 

conducted across user loads ranging from 50 to 1,000 simultaneous users. The results are 

summarized in Figure 2 and Table 3. 

Concurrent Users Avg. Response Time 

(ms) 

Status 

50 120 Excellent 

100 185 Excellent 

250 310 Good 

500 520 Good 

750 820 Acceptable 

1000 1150 Acceptable – 

Optimization 

Recommended 

Table 3: Response Time Under Varying User Loads 

Response Time vs. Number of Users (Bar Chart) 

50 users 120ms 

100 users 185ms 

250 users 310ms 

500 users 520ms 

750 users 820ms 

1000 users 1150ms 

Figure 2: Response Time vs. Number of Concurrent Users 

The results indicate that the system maintains excellent performance below 250 concurrent users 

and acceptable performance up to 1,000 users. Response times beyond 750 users suggest that 

horizontal scaling through additional server nodes would be beneficial in production environments 

with large patient populations. 

7.2 System Load vs. CPU Usage Analysis 
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To evaluate compute resource consumption, CPU utilization was monitored at increasing system 

loads from 10% to 90% load index. Table 4 and Figure 3 summarize these observations. 

System Load Index CPU Usage (%) Observation 

10% 8% Idle – Minimal resource 

use 

25% 21% Light load – Efficient 

40% 35% Moderate load – Stable 

55% 52% Moderate-High – 

Performing well 

70% 68% High load – Monitor 

closely 

85% 83% Very High – Scale-out 

advised 

90% 92% Near-peak – Immediate 

scale-out required 

Table 4: System Load vs. CPU Utilization 

System Load vs. CPU Usage (Chart) 

10% 

Load 

8% 

CPU 

25% 

Load 

21% 

CPU 

40% 

Load 

35% 

CPU 

55% 

Load 

52% 

CPU 

70% 

Load 

68% 

CPU 

85% 

Load 

83% 

CPU 

90% 

Load 

92% 

CPU 

Figure 3: System Load vs. CPU Usage 

CPU utilization tracks system load almost linearly, confirming efficient resource utilization at 

moderate loads. The data validates the need for auto-scaling infrastructure when load indexes 

exceed 70%, ensuring system stability during peak operational periods. 

7.3 Module Test Results 

Module Test Scenario Expected Result Stat

us 

User 

Authentication 

Valid login 

credentials 

Access granted ✓ 

Pass 

User 

Authentication 

Invalid credentials Access denied ✓ 

Pass 

Appointment 

Scheduling 

Book appointment Confirmation sent ✓ 

Pass 

Appointment 

Scheduling 

Conflict detection Booking blocked ✓ 

Pass 

Video Consultation Initiate call Real-time 

connection 
✓ 

Pass 

EHR Management Access patient 

history 

Records displayed ✓ 

Pass 

Prescription 

Module 

Generate e-

prescription 

Digital 

prescription saved 
✓ 

Pass 
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Module Test Scenario Expected Result Stat

us 

AI Symptom 

Checker 

Enter symptoms Diagnosis 

suggestion 
✓ 

Pass 

Billing Module Process payment Transaction 

confirmed 
✓ 

Pass 

Table 5: Functional Test Cases and Results 

 

8. CONCLUSION 
The Smart Healthcare Management System (SHMS) represents a significant advancement in the 

digitization of healthcare delivery. By systematically addressing the limitations of traditional, 

manual-intensive systems, SHMS delivers a secure, scalable, and user-centric platform that 

facilitates seamless doctor–patient interactions, real-time remote consultations, and efficient 

management of electronic health records. 

Performance evaluations confirm that the system maintains acceptable response times under 

concurrent user loads of up to 1,000 users, with CPU utilization scaling predictably—validating the 

architecture's fitness for real-world deployment. All nine functional modules passed their respective 

test cases, demonstrating technical correctness and robustness across the platform's core 

capabilities. 

SHMS not only eliminates administrative inefficiencies through automation but also extends the 

geographic reach of quality healthcare through telemedicine. By incorporating AI-driven 

diagnostics, encrypted data management, and compliance with HIPAA guidelines, the system 

establishes a trustworthy and future-ready healthcare ecosystem. With continued enhancement—

including wearable device integration, predictive analytics, and blockchain-secured records—

SHMS is positioned to make a lasting contribution to accessible, efficient, and patient-centered 

healthcare. 

 

9. FUTURE SCOPE 
The future development roadmap for SHMS encompasses several high-impact enhancements: 

• AI and Machine Learning Integration: Expanding beyond symptom checking to include predictive 

analytics for disease risk profiling, personalized treatment recommendations, and early detection 

of deteriorating patient conditions. 

• Wearable Device Integration: Real-time health monitoring through IoT-connected wearables 

(smartwatches, glucose monitors) to feed live physiological data into patient EHRs during 

consultations. 

• Blockchain-Based Record Security: Implementing a distributed, immutable ledger for medical 

records to provide an additional layer of tamper-proof data integrity and transparent audit trails. 

• Multilingual and Accessibility Enhancements: Voice-controlled interfaces and multilingual 

support to make the platform accessible to elderly users and non-English-speaking populations. 

• Interoperability with National Health Systems: Integration with national health information 

exchanges to enable seamless referral of patient data across healthcare institutions. 
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