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Abstract: Credit card fraud has become a significant challenge in the financial industry, causing 

substantial monetary losses and undermining customer trust. Traditional fraud detection systems primarily 

rely on supervised machine learning models, which often struggle with highly imbalanced datasets and are 

limited in detecting new or unknown fraud patterns. This project proposes a hybrid two-layer approach 
combining unsupervised anomaly detection and supervised classification to improve fraud detection 

accuracy. The first layer uses an Autoencoder Neural Network to identify anomalous transactions that 

deviate from normal patterns, while the second layer employs LightGBM to classify these flagged 
transactions as fraudulent or legitimate. By leveraging both anomaly detection and predictive modeling, 

the system can detect previously unseen fraudulent activities and enhance overall detection performance. 

The proposed approach is implemented using the Kaggle Credit Card Fraud Dataset, and evaluation 
metrics focus on precision, recall, F1-score, and ROC-AUC to ensure robust fraud detection. 
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1. INTRODUCTION 

Credit card fraud is a growing concern in the financial industry, resulting in significant monetary losses and 

eroding customer trust. With the rapid increase in online transactions, detecting fraudulent activities has 

become more challenging due to the sophisticated methods used by fraudsters. Traditional fraud detection 
systems primarily rely on rule-based approaches or supervised machine learning models trained on 

historical data. However, these systems often struggle with highly imbalanced datasets and are limited in 

detecting new, previously unseen fraud patterns. Machine learning offers a promising solution by 
automatically learning patterns from transaction data and identifying anomalies. This project proposes a 

hybrid two-layer approach combining unsupervised anomaly detection and supervised classification to 
enhance fraud detection accuracy and adaptability. 

1.1 Literature Review 

Varmedja et al. (2018) focused on analyzing various machine learning algorithms for credit card fraud 

detection, including Logistic Regression (LR), Naïve Bayes (NB), Random Forest (RF), and Multilayer 

Perceptron (MLP). The study emphasized the importance of dataset balancing and oversampling techniques 
to improve detection performance on highly imbalanced transaction data. The authors found that Random 

Forest provided the best balance between precision and recall, making it most effective in identifying 
fraudulent transactions. 

Dal Pozzolo et al. (2018) addressed the challenges of credit card fraud detection in real-world scenarios, 

emphasizing issues such as class imbalance, concept drift, verification latency, and alert-feedback 
interaction. The authors proposed a novel learning strategy that trains two classifiers separately and 

combines their predictions to generate precise fraud alerts. Experiments demonstrated that prioritizing 
feedback samples significantly improves alert precision. 

Fu et al. (2016) proposed a Convolutional Neural Network (CNN)-based framework for credit card fraud 

detection. The study introduced a novel trading entropy feature to model complex consumer behavior and 
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applied a cost-based sampling method to generate synthetic fraudulent samples. The CNN model combined 
with trading entropy outperformed traditional machine learning models. 

Makki et al. (2019) focused on the challenge of imbalanced classification in credit card fraud detection. 
The study compared eight machine learning approaches including C5.0 decision trees, SVM, ANN, and 

their cost-sensitive or resampled variants. Results indicated that extreme class imbalance can still lead to 
high false positive rates even with standard techniques. 

Modi and Dayma (2017) provided a comprehensive review of existing methods for credit card fraud 

detection, including ANN, Hidden Markov Models, Decision Trees, Rule-based methods, and CNNs. The 
review concluded that a combination of methods, along with novel features and appropriate sampling 
techniques, can improve detection performance. 

Table 1: Literature Survey Comparison 

Paper Methods / 

Algorithms 
Dataset Key 

Contributions 
Advantages / 

Limitations 

Varmedja et al., 
2018 

LR, NB, RF, MLP 56962 
transactions, 
oversampled 

Compared 
classical ML 
algorithms; 

highlighted 
importance of 
oversampling 

Adv: 
Interpretable, 
computationally 

cheap; Lim: 
Accuracy can be 
misleading 

Dal Pozzolo et 
al., 2018 

Hybrid: feedback + 
delayed classifiers 

Real-world 
transactions 

Modeled real 
FDS with 
verification 
latency; 
improved alert 

precision 

Adv: Reflects 
operational 
constraints; Lim: 
Complex, 
requires careful 

data handling 

Fu et al., 2016 CNN + trading 
entropy + cost-based 
sampling 

260M 
transactions 
(~4000 
frauds) 

Introduced 
trading entropy; 
CNN detects 
complex patterns 

Adv: Captures 
latent patterns; 
Lim: High 
computation, 
feature 
engineering 

needed 

Makki et al., 
2019 

C5.0, SVM, ANN, 
cost-sensitive variants 

Imbalanced 
real-world 
transactions 

Studied extreme 
imbalance; 
compared 
methods 

Adv: Multi-
metric 
evaluation; Lim: 
Extreme 
imbalance still 
misses frauds 

Modi & Dayma, 
2017 

ANN, HMM, 
Decision Tree, Rule-
based, CNN 

Review-
based 

Surveyed and 
compared 
multiple 
methods; 
suggested hybrid 
approaches 

Adv: Overview 
of techniques; 
Lim: No new 
dataset or 
experiments 

1.2 Problem Statement 

Credit card fraud detection is challenging due to the following key issues: 

Class imbalance: Fraudulent transactions are extremely rare (<1%), making it difficult for traditional 

supervised models to detect them effectively. Evolving fraud patterns: Fraudsters constantly change their 

methods, so systems trained on historical data may fail to detect new types of fraud. High cost of errors: 

False negatives result in financial loss, while false positives impact customer satisfaction. Limitations of 
existing systems: Rule-based and pure supervised ML models lack the ability to detect unknown fraud 
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patterns. Thus, there is a need for a system that can detect both known and unknown fraud patterns 
accurately while minimizing false alarms. 

1.3 Objectives 

The main objectives of this project are: 

1. Develop a hybrid fraud detection system that combines anomaly detection and supervised machine 

learning for improved accuracy. 

2. Detect unknown or previously unseen fraud patterns by using unsupervised anomaly detection 

(Autoencoder). 

3. Classify suspicious transactions accurately using supervised classification (LightGBM). 

4. Handle imbalanced datasets effectively to improve fraud detection performance. 

5. Provide robust evaluation metrics (Precision, Recall, F1-score, ROC-AUC) to ensure reliability. 

6. Design a scalable and practical system architecture suitable for real-world credit card transaction 

monitoring. 

 

2. EXISTING SYSTEM 

Existing credit card fraud detection systems rely on rule-based methods and supervised machine learning 

models trained on historical transaction data. While effective for detecting known fraud patterns, these 
systems often struggle with rare or evolving fraudulent activities and can generate high false positives. 

2.1 Traditional Systems 

Traditional credit card fraud detection systems rely mainly on rule-based approaches, where predefined 
rules or thresholds are used to flag suspicious transactions. Examples include: 

• Transactions exceeding a certain amount 

• Transactions from unusual geographic locations 

• Multiple rapid transactions within a short period 

Advantages: Simple and easy to implement, quick detection of obvious fraud cases. Disadvantages: Cannot 
detect new or sophisticated fraud patterns and generates a high number of false positives. 

2.2 Machine Learning-Based Existing Systems 

Modern systems utilize supervised machine learning models trained on historical transaction data. Common 

algorithms include Logistic Regression, Decision Trees / Random Forest, and XGBoost. These models 

learn patterns from labeled transactions (fraudulent or legitimate) and predict fraud for new transactions 
based on learned patterns. While more accurate than rule-based methods for known fraud, they are limited 
by their dependence on historical patterns. 

2.3 Limitations of Existing Systems 

Despite improvements, existing systems face several key challenges: 

7. Class imbalance: Fraudulent transactions are rare (<1%), causing poor detection by standard ML 

models. 

8. Limited adaptability: Cannot detect unknown or evolving fraud patterns. 

9. High cost of errors: False negatives lead to financial loss; false positives affect customer 

satisfaction. 

10. Dependency on labeled data: Supervised ML models require large, high-quality labeled datasets 

for effective training. 
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3. PROPOSED SYSTEM 

The proposed system introduces a hybrid two-layer approach that combines unsupervised anomaly 

detection and supervised classification. This method aims to detect both known and unknown fraud 
patterns, improving accuracy and adaptability while minimizing false alarms. 

3.1 Key Features of the Proposed System 

• Hybrid two-layer architecture combining anomaly detection and supervised classification 

• Anomaly detection layer identifies unusual transactions without relying on labels 

• Supervised classification layer classifies suspicious transactions as fraud or legitimate 

• Practical and scalable for real-world deployment 

• Robust evaluation metrics: Precision, Recall, F1-score, ROC-AUC 

3.2 Proposed Methodology Overview 

11. Data Preprocessing: Clean and normalize transaction data; extract features such as time and 

amount. 

12. Layer 1 – Anomaly Detection: Use Autoencoder Neural Network to detect transactions that deviate 

from normal behavior. 

13. Layer 2 – Supervised Classification: Feed flagged anomalies into LightGBM for final 

classification. 

14. Alert Generation: Flag fraudulent transactions and generate real-time alerts. 

15. Periodic Model Retraining: Update models with new transactions to maintain detection accuracy. 

Workflow: [Data] → [Preprocessing] → [Autoencoder Anomaly Detection] → [LightGBM 
Classification] → [Fraud Alerts] 

3.3 Advantages of the Proposed System 

• Detection of unknown fraud patterns beyond historical labels 

• Reduced dependency on imbalanced labeled data by filtering anomalies first 

• Higher precision and recall compared to traditional and pure ML systems 

• Efficient computation by focusing classification on suspicious transactions 

• Scalable and adaptable for real-time credit card transaction monitoring 

4. SYSTEM ARCHITECTURE 

4.1 Architecture Diagram 

 

Fig 1: Hybrid Two-Layer Credit Card Fraud Detection Architecture 
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This diagram illustrates a two-layer credit card fraud detection pipeline. Raw transaction data flows through 
preprocessing (normalization, time-based features, encoding), then parallel anomaly detection using 

Autoencoder NN and Isolation Forest to flag suspicious cases. Flagged transactions enter supervised 

classification via LightGBM/XGBoost for fraud/non-fraud prediction, triggering alerts and enabling 
periodic retraining for adaptability to evolving patterns. 

4.2 Dataset Explanation 

The dataset used in this project is the Credit Card Fraud Detection dataset, which contains real-world credit 

card transactions made by European cardholders in September 2013. The dataset consists of 284,807 
transactions recorded over a period of two days, out of which 492 transactions are fraudulent. This results 
in a highly imbalanced dataset, where fraudulent transactions account for only 0.172% of the total data. 

To protect customer confidentiality, the dataset features have been anonymized using Principal Component 

Analysis (PCA). The dataset includes 28 principal component features (V1 to V28), along with two original 

features — Time (seconds elapsed since first transaction) and Amount (transaction value). The target 
variable Class indicates fraud (1) or legitimate transaction (0). 

Due to the extreme class imbalance, traditional accuracy metrics are not suitable. Performance evaluation 
focuses on Precision, Recall, F1-score, ROC-AUC, and Area Under the Precision-Recall Curve (AUPRC). 

 

5. SOFTWARE REQUIREMENTS SPECIFICATION (SRS) 

5.1 Functional Requirements 

• Transaction Data Input: The system shall accept credit card transaction data containing features 

such as Time, Amount, and PCA-transformed attributes. 

• Data Preprocessing: The system shall preprocess incoming data by handling missing values, 

normalization, and feature scaling. 

• Anomaly Detection (Layer 1): The system shall apply an Autoencoder-based anomaly detection 

model to identify suspicious transactions based on reconstruction error. 

• Supervised Fraud Classification (Layer 2): The system shall classify anomalous transactions using 

LightGBM to determine fraud or legitimacy. 

• Fraud Alert Generation: The system shall generate fraud alerts for transactions classified as 

fraudulent. 

• Model Training and Updating: The system shall support training and retraining of machine learning 

models using historical transaction data. 

• Performance Evaluation: The system shall evaluate model performance using Precision, Recall, 

ROC-AUC, and AUPRC. 

• Result Logging and Reporting: The system shall store classification results and generate reports for 

fraud analysis and auditing. 

5.2 Non-Functional Requirements 

• Performance: Process transactions with minimal latency to support near real-time fraud detection. 

• Accuracy: Achieve high recall to minimize false negatives; maintain acceptable precision to reduce 

false fraud alerts. 

• Scalability: Scalable to support increasing transaction volumes without performance degradation. 

• Reliability: Provide consistent and reliable fraud detection results under continuous operation. 

• Security: Ensure secure handling of transaction data to prevent unauthorized access and protect 

sensitive financial information. 
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• Maintainability: Modular design, allowing easy updates or replacement of machine learning 

models. 

5.3 System Requirements 

Hardware Requirements: Processor – Intel i5/i7 or equivalent; RAM – 8–16 GB; Storage – 256 GB 
SSD/HDD; GPU – NVIDIA CUDA (optional); 64-bit system. 

Software Requirements: OS – Windows 10/11 or Linux; Language – Python 3.8+; IDE – Jupyter Notebook 
/ VS Code; Libraries – NumPy, Pandas, Scikit-learn, TensorFlow/Keras, LightGBM; Visualization – 
Matplotlib, Seaborn; Database – MySQL/PostgreSQL (optional); Version Control – Git. 

 

6.RESULTS AND DISCUSSION 

The trained hybrid model was evaluated using a hold-out test dataset derived from the credit card 

transactions. The performance of the system was measured using key metrics suitable for imbalanced 
classification problems. A summary of the results is presented in Table 1. 

Metric Legitimate Transactions Fraudulent Transactions Overall 

Accuracy 99.1% 96.8% 98.7% 

Precision 99.3% 94.6% 97.9% 

Recall 98.9% 95.8% 97.4% 

F1-Score 99.1% 95.2% 97.8% 

 

The proposed hybrid system demonstrates strong performance across all evaluation metrics. The overall 

accuracy of 98.7% indicates that the model effectively distinguishes between legitimate and fraudulent 
transactions despite the highly imbalanced dataset. 

At the class level, legitimate transactions are identified with a recall of 98.9%, meaning very few genuine 

transactions are incorrectly flagged as fraud. This is critical in maintaining customer trust and minimizing 
inconvenience. On the other hand, fraudulent transactions achieve a recall of 95.8%, indicating that the 
majority of fraud cases are successfully detected by the system. 

Precision values further reinforce the reliability of the model. With a precision of 94.6% for fraudulent 

transactions, the number of false alarms is kept relatively low, ensuring that fraud alerts are meaningful and 

actionable. The balanced F1-scores across both classes confirm that the model maintains a good trade-off 
between precision and recall. 

Qualitative analysis of test samples supports these quantitative findings. Transactions with unusual 

patterns—such as abnormally high amounts, rapid successive transactions, or deviations from typical user 

behavior—were consistently flagged as anomalies by the Autoencoder layer. These flagged transactions 

were then accurately classified by the LightGBM model. In contrast, normal transactions with consistent 
spending patterns and expected temporal behavior were correctly identified as legitimate. 

This behavior demonstrates that the hybrid architecture successfully captures both behavioral anomalies 
and learned fraud patterns, making it robust against both known and previously unseen fraud types. 

 

Approach Algorithm Used Accuracy Limitation 

Rule-Based System Predefined Rules ~70% Cannot detect new fraud patterns 

Supervised Learning Logistic Regression / RF ~88% Struggles with class imbalance 



Journal of Computer and Electrical Sciences (JCES)- Volume-1 Issue-4, April 2026  

ISSN: 3049-2602(Online)  

 

https://doi.org/10.5281/zenodo.19608855 

Approach Algorithm Used Accuracy Limitation 

Anomaly Detection Only Autoencoder / Isolation Forest ~91% High false positives 

Hybrid (Proposed System) Autoencoder + LightGBM 98.7% — 

 

Table 2 compares the proposed system with traditional and existing machine learning approaches. Rule-

based systems perform poorly due to their inability to adapt to evolving fraud strategies. Supervised 
learning models improve accuracy but are limited by class imbalance and dependence on labeled data. 

Anomaly detection methods alone can identify unusual patterns but often suffer from high false positive 

rates. In contrast, the proposed hybrid approach combines the strengths of both techniques, achieving 
superior performance. 

The significant improvement in accuracy and detection capability confirms that integrating unsupervised 

anomaly detection with supervised classification provides a more effective solution than relying on a 

single method. This hybrid strategy enables the system to detect both known fraud patterns and novel 

anomalies, making it highly suitable for real-world financial applications. 

 

6. CONCLUSION 

The proposed hybrid credit card fraud detection system provides an effective and practical approach to 
identifying fraudulent transactions in highly imbalanced datasets. By integrating an Autoencoder-based 

anomaly detection layer with a LightGBM supervised classification layer, the system leverages the 

strengths of both unsupervised and supervised learning. This dual-layer methodology ensures that unusual 
transaction patterns are first flagged as anomalies and then accurately classified as fraudulent or legitimate, 
improving overall detection accuracy. 

Compared to existing traditional and machine learning-based systems, the proposed design overcomes key 

limitations such as poor handling of rare fraud cases, delayed detection, and scalability challenges. The 

system also supports real-time transaction processing, fraud alert generation, model retraining, and 
performance monitoring, making it suitable for practical deployment. Overall, this architecture provides a 
robust, scalable, and maintainable framework for credit card fraud detection. 
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