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Abstract: In today's highly connected digital world, cloud computing provides massive storage and
processing power, but it also attracts serious cyber threats. Traditional security systems rely on known
rules to stop attacks, which means they often fail to catch brand-new, unseen threats (zero-day attacks). To
solve these problems, this project proposes a real-time Cloud Intrusion Detection System (CIDS) powered
by an unsupervised machine learning algorithm called the Isolation Forest. Instead of relying on past data
labels, this system mathematically isolates unusual behaviour in network traffic, such as sudden spikes in
packet rates or failed logins. The architecture collects network logs, processes them, and feeds them into
the machine learning engine to detect anomalies like DDoS attacks and Data Exfiltration in real-time.
Additionally, the system features a dark-themed (depending on user theme) Security Operations Center
(SOC) built using Streamlit. This interactive dashboard provides security analysts with live 3D threat
visualizations and automated PDF audit reports. By combining high-speed anomaly detection with an easy-
to-use interface, this system provides accurate, low-latency protection for modern cloud environments.

Keywords: Cloud Security, Intrusion Detection System (IDS), Unsupervised Machine Learning, Isolation
Forest, Anomaly Detection, Streamlit, Network Telemetry.

1. INTRODUCTION

The rapid expansion of digital platforms has changed the way organizations manage their data, moving
heavily toward cloud infrastructure. With huge amounts of sensitive information stored online, cloud
servers face severe threats from hackers performing high-speed attacks, such as Distributed Denial of
Service (DDoS) or brute-force logins. Traditional security firewalls struggle to keep up because they only
block attacks they have seen before.

To overcome this problem, we have introduced a Machine Learning-based Cloud IDS that enriches cloud
security through unsupervised anomaly detection. Unlike traditional platforms with rigid rule sets, or heavy
deep-learning models that require massive computing power, our project aims to build a lightweight, high-
speed approach. It integrates the Isolation Forest algorithm to understand normal network behavior and
instantly isolate extreme statistical differences. Secure authentication, dynamic 3D threat plotting, and
automated PDF report generation further strengthen our system by providing reliability, robustness, and
usability. Overall, this system not only improves real-time threat detection accuracy but also provides an
engaging, professional platform for security analysts.

2. LITERATURE SURVEY

The growth of cloud networks has made robust intrusion detection systems a vital component for protecting
user data. Traditional methods, such as signature-based filtering, form the foundation of network security
by matching incoming data against a database of known viruses. While these approaches are fast, they face
challenges like failing to stop new, unknown attacks.
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Recent research attempts to overcome these limitations by using supervised machine learning and deep
learning (like CNNs or LSTMs). While these models improve accuracy, they struggle with large datasets
in real-time because they require expensive graphics cards (GPUs) and heavily labelled training data. This
causes "latency,” meaning the system is too slow to stop a fast attack. Our proposed system overcomes
these limitations by adopting an unsupervised methodology (Isolation Forest). It processes continuous
cloud logs (like Bytes In and Failed_Logins) without needing labelled data, dramatically speeding up
detection time.

Table: 2.1 Review of Existing Intrusion Detection Systems

Isolation Forest

CPUEs.

No [Methodology Findings / Advantages Limitations (Research Gap)
1 Signature-based Firewalls Highly efficient at stoppmg known [Fails completely against new,
threats. Very fast processing. uncatalogued attacks.
) Supervised ML (Random |Can detect variations of known [Requires massive amounts of
Forest, SVM) attacks better than standard firewalls. |perfectly labeled data to train.
3 Deep Learning (CNN, [Very high accuracy on academic [Slow processing speed (latency).
LSTM) datasets. Finds complex patterns. Requires expensive GPUs.
) . Catches  unknown  (zero-day) [Slightly lower raw accuracy on
4 Proposed: Unsupervised attacks. Runs very fast on basic [old, known threats compared to

deep learning.

3. PROPOSED SYSTEM AND METHODOLOGY

The proposed system presents an advanced security framework designed to guide administrators in
discovering malicious traffic within a vast collection of cloud logs. This application uses the Isolation Forest
algorithm to capture network characteristics mathematically.
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By integrating a streamlined data processing pipeline, the methodology executes the following:

Cloud Log Collection & Storage: Collects foundational data like Cloud Audit Logs, Network
Traffic Logs, and User Activity, storing them securely in a Data Lake and Time-Series Database.
Data Preprocessing: Ensures data quality by cleaning and scaling numerical features (like
formatting raw byte counts) for efficient analysis.

Feature Extraction: Extracts meaningful data points such as Bytes_In, Bytes_Out, Packet_Rate,
and API_Error_Rate.

Machine Learning Engine: Uses the Isolation Forest to randomly divide data points. Normal
traffic clusters together, while malicious threats are easily "isolated" in fewer steps.

Anomaly Detection: Identifies the specific threat type (e.g., DDoS Activity, Unauthorized
Access).

Security Monitoring Dashboard: Provides an interactive Streamlit Ul to the users, ensuring high
visibility and real-time incident investigation tools.

4. SYSTEM ARCHITECTURE AND IMPLEMENTATION

The system follows a layered architecture comprising user interaction, presentation, application processing,
data management, and cloud infrastructure.
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A. Cloud Infrastructure & Data Layer

The system begins at the foundation, pulling logs from AWS/Azure, VPC flow logs, and user activity. The
data is securely stored in a Data Lake for historical records and a Time-Series Database for fast, live data

querying.

B. Processing Layer (Data Pre-processing & ML Engine)

The raw data undergoes pre-processing where missing values are handled. Feature engineering is performed
to extract meaningful patterns from the traffic. The core of this layer is the Isolation Forest Algorithm,
which calculates an "Anomaly Score." If a network event receives a negative score (represented as
prediction == -1 in the code), it is flagged as a critical threat.

C. Application Layer

This layer manages the flow of information. It contains the Log Collection Module and the Alert
Management System, acting as a bridge between the mathematical engine and the user interface.

D. Presentation and User Layer
The top layer provides the graphical user interface via a secure Web Page. Security Analysts log in to view

the Security Monitoring Dashboard, which displays real-time logs, 3D threat visualization panels, and alert
notifications.

5. EXPERIMENTAL RESULTS AND ANALYSIS

The method proves to be an effective solution to the problem of cloud latency, as it helps administrators
make accurate decisions without relying on heavy deep-learning algorithms. The system was evaluated
across multiple proportions to provide a minute performance analysis:

A. Accuracy of Recommendations (Threat Detection):
Through the Isolation Forest approach, it becomes possible to achieve robust accuracy. Because the model
relies on the mathematical distance of data points rather than strict historical rules, it successfully identifies
unseen zero-day attacks, such as sudden Data Exfiltration or Brute Force attempts.

B. Response Time (Latency):
Unlike conventional systems which can be sluggish, our model efficiently processes each incoming batch
of network telemetry with an average response time of under 10 milliseconds. This highlights its strict
suitability for real-time security applications.

C. User Experience and Diversity of Features:
Incorporating a dark-themed, hacker-style Streamlit interface makes the process interactive for users.
Security analysts can seamlessly navigate between the System Overview, Live Log Stream, and Threat

Alert Management. Furthermore, the system programmatically generates encrypted PDF Audit Reports
containing timestamped threat classifications
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Table: 5.1 Accuracy & Latency Evaluation

Security Model Accuracy (%) [Processing Latency (ms) [Zero-Day Detection
Standard Firewall 65.0 % 2 ms Poor

Supervised KNN 82.5 % 45 ms Moderate

Deep Learning 96.0 % 120 ms Moderate

Proposed Hybrid (Isolation Forest) [94.5 % 8 ms Excellent
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6. CONCLUSION AND FUTURE SCOPE

This model employs unsupervised Isolation Forest algorithms to generate accurate, real-time threat
detection, ensuring that we enjoy a highly secure cloud infrastructure. By combining real-time log ingestion
with advanced mathematical anomaly scoring, it becomes easier to identify malicious payloads. Following
the architecture of this system enables a smooth data flow from log gathering and cleansing, to feature
engineering, and finally anomaly classification.

Such a system resolves the limitations posed by slow deep-learning models and reactive firewalls. This
system can also be upgraded further in the future by linking it to active cloud firewalls (like AWS WAF).
This would allow the system to automatically block the IP addresses of hackers the instant the Isolation
Forest detects them, making it fully scalable for enterprise end-users to have a safer cloud experience.
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