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ABSTRACT: The rapid expansion of e-commerce has intensified consumer demand for mass
customization—the ability to configure product attributes such as hardware components, material,
color, and bundle composition before purchase. Existing e-commerce platforms remain architected
around static product catalogues that cannot enforce multi-dimensional component compatibility
constraints, compute personalized pricing securely, or manage concurrent inventory modifications with
transactional integrity. This paper presents Catalyst, an intelligent full-stack custom product builder
implemented on a three-tier architecture comprising React.js 18, Spring Boot 3, and MySQL 8. The core
algorithmic contribution is a server-side Constraint Satisfaction Algorithm (CSA) that validates product
configurations against declarative INCOMPATIBLE and REQUIRES rules stored in a relational rule
table, operating in polynomial time. A Dynamic Pricing Algorithm computes the configuration total
exclusively on the server, with double-validation on every order submission to prevent client-side price
manipulation. Inventory decrement is managed through Spring @Transactional boundaries with
pessimistic locking to guarantee ACID compliance under concurrent checkout. Security is enforced via
a stateless JSON Web Token (JWT) pipeline managed by Spring Security's Security Filter Chain,
providing role-separated access for customers and administrators. A local rule-based Heuristics Engine
delivers Al-driven configuration quality scores without reliance on external LLM APIs. Five structured
test cases confirm correct constraint enforcement, stock restoration, real-time status propagation, price
tamper rejection, and unauthorized access prevention. Configuration validation latency consistently
measures below 50ms.

INDEX TERMS :Constraint Satisfaction Algorithm, custom product configurator, dynamic pricing, e-
commerce personalization, Hibernate ORM, Java Spring Boot, JWT authentication, mass
customization, React.js, stateless REST API.

I. INTRODUCTION

The proliferation of e-commerce platforms has transformed global retail, yet the dominant product
catalogue model—fixed attributes, no real-time customization, no algorithmic compatibility
enforcement—fails to meet modern consumer expectations. Research in Al-driven e-commerce
personalization confirms that consumer demand for tailored experiences has shifted from a
differentiating luxury to an operational baseline [1]. The gap between mass production and mass
customization represents a significant unsolved engineering problem: components are rarely
combinatorially independent, prices must adjust dynamically as selections change, and inventory must
be managed atomically under concurrent transactional load.
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Mass customization as a business strategy for e-commerce has been validated empirically by Piller
et al. [3], who demonstrated that firms successfully implementing mass customization outperform
competitors on multiple performance dimensions. Translating this strategy into a technically correct
implementation requires solving three simultaneous problems: (i) constraint satisfaction to rule out
incompatible component combinations, formalized by Yang and Dong as a Constraint Satisfaction
Problem [2]; (ii) dynamic pricing computed securely on the server with tamper resistance,
contextualized by Seele et al.'s ethical pricing framework [15]; and (iii) transactional inventory
management with ACID guarantees under concurrent requests, as documented by Modadugu [9].

React.js has established itself as the leading framework for high-performance Single Page
Applications, with its Virtual DOM reconciliation mechanism enabling sub-100 ms Ul updates [6],
validated specifically for e-commerce contexts by Suresh Kumar et al. [11]. Security is provided through
the stateless JWT standard [7], with Spring Security providing integration for REST API protection [8].
This paper presents Catalyst, a full-stack web application that integrates all of these elements,
empirically evaluated through five structured test scenarios.

Il. LITERATURE SURVEY

A. Mass Customization and E-Commerce

Mass customization—producing personalized goods at near-mass-production efficiency—was
systematically analyzed in the e-commerce context by Piller et al. [3], who identified three
complementary strategic capabilities required: solution space development, robust process design, and
choice navigation. Tran et al. provided a concrete methodology for designing e-commerce web sites that
sell highly customizable products, noting the substantial complexity of the underlying logical model [4].
Their work introduced the concept of systematically translating product attribute definitions into
finished web applications, a problem Catalyst addresses algorithmically.

B. Constraint Satisfaction for Product Configuration

The formal treatment of product configuration as a Constraint Satisfaction Problem was established
by Russell and Norvig [13], who defined CSP variables, domains, and constraint relations as the
foundational abstraction for intelligent reasoning under restrictions. Yang and Dong extended this to the
product configuration domain, introducing typed Inclusion and Exclusion rules and demonstrating their
encoding as CSPs solvable by the Java Constraint Library [2]. Felfernig et al. developed model-based
diagnosis techniques for configuration knowledge bases, establishing the diagnostic importance of
constraint typing—incompatibility versus requirement—that Catalyst directly implements as
INCOMPATIBLE and REQUIRES rule types [10].

C. Dynamic Pricing in E-Commerce

Dynamic pricing as an e-commerce strategy was comprehensively reviewed by Seele et al. [15],
who mapped the ethical landscape of algorithmic pricing. Youbi et al. demonstrated ML-driven dynamic
pricing achieving measurable revenue improvements using Gradient Boosting Machine models [5].
Catalyst adopts a deterministic server-side approach: the total is computed as the sum of a fixed base
price and validated feature modifiers, with a secondary re-validation step on order submission to reject
tampered totals—prioritizing security and auditability over revenue optimization.

D. React.js SPA Performance

The performance characteristics of React.js's Virtual DOM were analyzed by Krishnamurthy [6],
who documented production optimization techniques quantifying the performance advantages of React's
diffing algorithm over direct DOM manipulation. Suresh Kumar et al. specifically validated React.js for
advanced e-commerce implementations [11]. Costa et al. demonstrated that Al-driven Ul design for web
applications benefits from React's component model when integrating personalization features [14].
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E. JWT Security and Spring Boot

IETF RFC 7519 by Jones et al. [7] defines JWT as a compact, URL-safe mechanism for transmitting
cryptographically signed identity claims, eliminating server-side session storage. Mamidi documented
best practices for JWT-secured Spring Boot REST APIs [8]. Modadugu systematically documented
Hibernate @Transactional boundaries for pessimistic locking in concurrent microservice scenarios [9].
Hubli provided an architectural overview of Spring Boot's DAO-Service-Controller layers directly
mapping to Catalyst's implementation [12].

F. Reference Summary Table
Table 4 summarizes all 15 published references with venues, years, and specific relevance to
Catalyst system components.

Ref

[1]

2]

[3]

[4]

[5]

[6]

[7]

[8]

4]

[10]

[11]

[12]

Authors & Title

Wasilewski, Chawla, Pralat —
Al-powered e-commerce
personalization

Yang & Dong — CSP with
cardinality-based config rules

Piller et al. — Strategic
capabilities of MC e-
commerce

Tran et al. — Systematic
approach: MC e-commerce
sites

Youbi et al. — ML-driven
dynamic pricing strategies

Krishnamurthy —
Performance optimization for
ReactJS

Jones, Bradley, Sakimura —
JSON Web Token RFC 7519

Mamidi — Secure REST APIs
in Spring Boot

Modadugu —  Hibernate
transaction management

Felfernig et al. — UML for
knowledge-based config
systems

Suresh Kumar et al. — React
JS in advanced e-commerce

Hubli — Efficient backend
development with Spring Boot
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IEEE Access, 2025

J. Intell. Manuf.,
2012

IEEE HICSS, 2014

IEEE EEE, 2005

IEEE ICICS, 2023

IEEE SMC, 2019

IETF RFC, 2015

IJETCSIT, 2026

JISAE, 2023

IJSEKE, 2000

IEEE ICISIM,
2024

IJRASET, 2023
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Russell & Norvig — Atrtificial

i ] Pearson 4th ed., CSP formal framework
[13] Intelligence: A Modern 2020 foundation
Approach
[14] Costa et al. — Al-driven Ul Procedia CS, 2024 Al-based Ul personalization

design for web applications design

Seele et al. — Ethicality of J. Bus. Ethics, Dynamic pricing ethics and

[15] algorithmic pricing 2021 design

TABLE 4 Summary of All 15 Published References and Their Relevance to Catalyst

I1l. SYSTEM ARCHITECTURE AND CORE ALGORITHMS
Catalyst is organized as a decoupled three-tier architecture illustrated in Fig. 1. The Presentation
Layer is an independently served React.js 18 SPA,; the Application Layer is a Spring Boot 3 REST API
with embedded Tomcat; and the Persistence Layer is a MySQL 8 InnoDB database accessed through
Hibernate ORM. These tiers communicate via asynchronous REST JSON and Spring Data JPA
respectively.
Fig. 1. Catalyst three-tier decoupled architecture with full technology stack per layer.

Fig. 1 — Catalyst Three-Tier Decoupled Architecture
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Decoupled tiers communicate via asynchronous HTTP |SON (frontendbackend) and Spring Data |PA (backendedatabase)

A. Constraint Satisfaction Algorithm (CSA)
The CSA is implemented in ConfigurationRuleEngine.validateAndPrice(). The algorithm,
illustrated in Fig. 2, operates on a ConfigurationRule relational table where each record specifies a
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triggerOptionld, a targetOptionld, and a RuleType of either INCOMPATIBLE or REQUIRES. The
validation loop iterates over all selected feature options. An INCOMPATIBLE rule fires a rejection
exception if the target option T is also present in the selection set. A REQUIRES rule fires a rejection if
T is absent. The algorithm runs in O(|selected| % |rules per product|) time—polynomial and negligible
for typical retail configuration depths. This extends the binary CSP formalism of Russell and Norvig
[13] and aligns with the typed inclusion rules of Yang and Dong [2].

Fig. 2 — Constraint Satisfaction Algorithm (CSA) Flowchart

ART: Receive Configuration Reque!

1. Fetch Product & All ConfigurationRules
from DB

2. Fetch All Selected FeatureOption IDs

3. lterate: For Each Selected Option O

Rule: INCOMPATIBLE ? = REJECT
Target option T also selected? INCOMPATIELE —+ HTTP 400

REJECT Rule: REQUIRES ?
REQUIRES —+ HTTP 400 Target option T NOT selected?

VALID -+ Compute Dynamic Price

eeds

Fig. 2. CSA flowchart: INCOMPATIBLE and REQUIRES rule enforcement with rejection
paths.

B. Dynamic Pricing Algorithm

After constraint validation, the Dynamic Pricing Algorithm (Fig. 5) computes the total configuration
price. The base product price is retrieved from the database and the priceModifier values of all validated
FeatureOptions are summed. This computation occurs exclusively within the JVM. The client receives
only the resulting total—modifier values are never exposed. A secondary validation in
OrderService.placeOrder() re-computes the server-side total and rejects any submitted order whose
client-provided total Amount deviates, providing double-validation defense as contextualized by Seele
et al. [15]
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Fig. 5 — Dynamic Pricing Algorithm with Server-Side Tamper Prevention

1. Retrieve Product.basePrice from MySQL

2. Fetch all Selected FeatureOption records

3. Pass options through CSA validation (Fig.
2)
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Ne modifiers exposed
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All price computation occurs serverside; client total is re-validated on every POST /apiforders submission

Fig. 5. Dynamic Pricing Algorithm: server-side computation with double-validation tamper
prevention.

C. Order Lifecycle State Machine

Order status is modeled as a Java enum with seven states shown in Fig. 3. The primary flow is
PENDING — IN_PROGRESS — SHIPPED — DELIVERED. Secondary transitions handle PENDING
— CANCELLED (user-initiated) and DELIVERED — RETURN_REQUESTED — RETURNED
(admin-approved). Inventory decrement occurs at order placement; inventory restoration occurs
atomically on CANCELLED or RETURNED via @Transactional restoreStock(), as documented for
Hibernate by Modadugu [9].

Fig. 3 — Catalyst Order Lifecycle State Machine
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All state transitions enforced via @Transactional boundaries with pessimistic inventery lacking

Fig. 3. Catalyst order lifecycle state machine with seven states and inventory restoration
transitions.
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D. JWT Authentication Pipeline

The JWT authentication sequence is illustrated in Fig. 4. User credentials submitted to
/api/auth/signin are authenticated by DaoAuthenticationProvider against BCrypt-hashed passwords.
JwtUtils.generateJwtToken() produces a signed HS256 JWT. The AuthTokenFilter intercepts each
subsequent request, validates the digital signature using JJWT 0.11.5, and populates the Spring
SecurityContext with ROLE_USER or ROLE_ADMIN authorities. Administrative endpoints carry
@PreAuthorize(""hasAuthority((ROLE_ADMIN')") annotations. This conforms to RFC 7519 [7] and
Mamidi's Spring Security best practices [8].

Fig. 4 — JWT Authentication Sequence Diagram

React.js Client AuthTok(_mF itter Spring Security
(Spring) Context

1. POST /api/auth/signin { usemame, password } |
»

2. authenticate(credentials)
3. Authentication success
4. generate|wtTeken() = HS256 signed
5. 200 OK { token, username, roles }
6. Request + Authorization: Bearer <|WT=
7. parse]wtl) — validateSignature ()
8. setAuthentication(user, authorities)

10. 200 OK Rescurce/ data

Stateless authentication: every request validated independently; no server-side session stored

Fig. 4. JWT authentication and per-request validation sequence diagram.
E. Local Rule-Based Heuristics Engine

The AlAssistantController implements a local heuristics engine producing Al-driven configuration
feedback without external API calls. Category-specific rules evaluate the combination of selected
feature names: high-end GPU + low RAM triggers a bottleneck warning; thermal winter fabric +
summer accessories triggers a climate mismatch alert. The engine returns a composite quality score (0—
100), per-axis metrics (performance, style, value), and human-readable tips. This approach aligns with
the Al-driven Ul personalization framework proposed by Costa et al. [14] while avoiding the
hallucination risks documented by Wasilewski et al. [1].

IV. IMPLEMENTATION
A. Use Case Design
Fig. 6 presents the system use case diagram. The Customer actor can browse products, configure
them via the CSA engine, place JWT -authenticated orders, track real-time status, and request returns or
cancellations. The Administrator actor manages inventory, transitions order states, creates product
categories with auto-seeded products, and approves return requests. Role separation is enforced by
Spring Security at the method level [8].
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Fig. 6 — Catalyst System Use Case Diagram
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Fig. 6. Catalyst system use case diagram: Customer and Administrator actor interactions.

B. Entity-Relationship Schema

Fig. 7 presents the Catalyst ER diagram. The seven core entities are Users, Orders, Orderltems,
Products, Features, Feature Options, and ConfigurationRules. Products carry multiple Features (e.g.,
RAM, Color, Material), each with multiple FeatureOptions carrying a priceModifier and optional
hexCode for color swatch display. ConfigurationRule records reference trigger and target
FeatureOptions to define the constraint graph evaluated by the CSA. The customizations column in
Orderltems stores a JSON snapshot of the selected configuration at order time—providing an immutable
audit record. Hibernate ORM maps all entities to MySQL tables with cascade management as

documented by Modadugu [9] and Hubli [12].

Fig. 7 — Catalyst Entity-Relationship Diagram
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Fig. 7. Catalyst entity-relationship diagram with seven entities, cardinality, and JSON snapshot

column.

C. Agile Development Sprints and System Requirements

Catalyst was developed using an Agile methodology in six sprints: (1) database schema
normalization and entity design; (2) Spring Security and JWT authentication pipeline; (3) CSA and
Dynamic Pricing Engine with double-validation; (4) React.js 18 SPA with Tailwind CSS and Context
API global state; (5) Admin Dashboard with real-time order management and CSV export; and (6)
integration testing and quality assurance. Table 1 summarizes system hardware and software
specifications.

TABLE 1 Catalyst System Hardware and Software Specifications
Category Specification

Software

Frontend Framework

Backend Framework
Database

Security

Build Tools

Hardware Processor

TABLE 2 Catalyst Test Case Execution Results
Expected Outcome

TC

TC
-01

TC
-02

RAM

Storage
(O

Value / Detail

React.js 18 + Tailwind CSS +
Vite

Spring Boot 3.2.3 (Java 17)
MySQL 8.0+ InnoDB
Spring Security 6 + JJWT 0.11.5

Maven (backend) / Vite
(frontend)

Intel Core i5/ AMD Ryzen 5+

8 GB minimum (16 GB
recommended)

20 GB free disk space
Windows 10/11, macOS, Linux

V. EVALUATION AND RESULTS

Catalyst was evaluated through five structured test cases (TC-01 through TC-05) targeting the
critical correctness and security properties of the system. Tests were executed using Postman for API
endpoint validation, browser-based Ul interaction, and direct MySQL query verification to confirm
database state. Table 2 presents the complete results; all five test cases passed successfully.

Test Scenario

JWT-authenticated order
placement — complex
multi-component
hardware configuration

Order

Stock restoration after
order transitions
RETURN_REQUESTE
D — RETURNED

Stock
@Transactional
HTTP 200 OK
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Real-time status update

DOM updated within 3-second
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-IE)Cg from admin to active polling; ShippedAnimation fires; PASS v
customer session no page reload
TC T:nrg:crjed_ total ArJnSofJ)r’:': CVE double-validation rejects;
pay ' HTTP400; zero DB changes; no  PASS v/
-04 set to 1 (correct: order persisted
248,500) P
TC ggaféhegtslgaged e ugsntcsi SecurityFilterChain returns
- _rea x HTTP 403; controller not PASS v
-05 to fapi/admin/ _
. reached; no data exposed
endpoints

TC-01 confirmed end-to-end order integrity: a JWT-authenticated POST request with a multi-
component hardware configuration was accepted by the CSA, the database correctly recorded
PENDING status, and inventory quantities for each component were decremented by exactly one unit.
TC-02 verified return workflow atomicity: an admin-initiated RETURNED transition restored all item
stock gquantities by +1 in a single @ Transactional boundary—no partial restoration across ten iterations,
confirming ACID compliance as documented by Modadugu [9].

TC-03 assessed real-time synchronization: an admin status change from IN_PROGRESS to
SHIPPED was reflected in the customer-facing tracking Ul within the 3-second polling interval,
triggering the ShippedAnimation overlay without a page reload. TC-04 submitted a crafted POST
payload with totalAmount of X1 against a computed price of 348,500; the OrderService double-
validation detected the mismatch and returned HTTP 400 with no order persisted. TC-05 confirmed
JWT role enforcement: unauthenticated and ROLE_USER requests to /api/admin/** returned HTTP
403 from the SecurityFilterChain without reaching any business logic, consistent with RFC 7519 [7]
and Mamidi [8].

Configuration validation endpoint latency was measured below 50 ms across all test iterations under
single-user conditions, well within the 100 ms HCI interaction threshold. The CSA rule-checking routine
contributed approximately 3-5 ms; the remainder was attributable to Hibernate JPA database round-
trips for rule and option retrieval.

VI. DISCUSSION

A. Comparative Positioning

Table 3 positions Catalyst against alternative system classes. Static e-commerce platforms offer
none of the advanced capabilities. CMS-based configurators provide limited variant management
without algorithmic validation. Rule-based configurator systems—as studied by Yang and Dong [2] and
Felfernig et al. [10]—provide constraint solving but typically lack integrated security, ACID inventory
management, real-time dashboards, or Al feedback. Catalyst uniquely combines all capabilities within
a single, demonstrably correct full-stack architecture.

TABLE 3 Comparative Analysis: Catalyst vs. Existing E-Commerce System Approaches

Static  e- . Rule Catalyst
SRS Commerce EcRlECLLS Configurators (Proposed)
Constraint None Partial CSP-based [2] Full CSA Engine
Enforcement
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Server-Side None None Limited Double-validated
Dynamic Pricing [5]

ACID_ _Inventory Manual Manual Partial @Transactional
Atomicity []

Stateless  JWT .

Security None Session None RFC 7519 [7]
Local Al Rule-based
Heuristics Engine None None None engine

Admin Analytics Minimal Basic None Full + CSV
Dashboard export

R_eturn/ Refund None Manual None 7-state machine
Lifecycle

Real-Time Client None None None 3s_ p_olllng +
Sync animation

The AIGC-based personalization framework of Wasilewski et al. [1] addresses a complementary
problem—generating tailored product descriptions for behavioral customer clusters using ChatGPT.
Catalyst addresses a different personalization layer: configuration validity, pricing integrity, and
inventory management. An integration combining both approaches could deliver an end-to-end pipeline
in which CSA-validated configuration drives both transactional order processing and context-sensitive
product description generation.

B. Limitations and Future Work

Three primary limitations constrain the current implementation. First, ConfigurationRule records
require manual administrative population; no automated constraint inference mechanism exists. Future
work should explore constraint learning from historical order data using behavioral clustering analogous
to Wasilewski et al. [1]. Second, the 3-second HTTP polling strategy generates repetitive server load;
replacement with WebSocket or Server-Sent Events (SSE) would reduce overhead. Third, scalability
testing under concurrent load was not conducted; the pessimistic locking strategy confirmed by
Modadugu [9] may introduce contention bottlenecks under hundreds of simultaneous checkouts.

VII. CONCLUSION
This paper presented Catalyst, an intelligent full-stack custom product builder integrating a
Constraint Satisfaction Algorithm, server-side Dynamic Pricing Engine with double-validation,
pessimistic inventory locking, JWT-based stateless security, and a local Al Heuristics Engine within a
three-tier React.js / Spring Boot / MySQL architecture. All five critical test scenarios passed with
correctness, and configuration validation latency measured below 50 ms, meeting the HCI interaction
benchmark.

Catalyst demonstrates that the computational gap between static e-commerce catalogues and mass
customization demands can be closed with a principled algorithmic approach grounded in published
CSP theory [2], [13] and implemented using industry-standard frameworks validated in the literature
[7]1, [8], [9]. Three priority future directions are: (1) machine learning-driven constraint inference from
historical configuration data; (2) WebSocket-based real-time synchronization; and (3) integration of
AIGC-based personalized product description generation [1] as a complementary personalization layer
above the validated configuration engine.
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VIIl. FUTURE SCOPE
Several significant enhancement directions are identified. The integration of WebGL and Three.js
3D rendering APIs would permit users to interact with a photorealistic virtual prototype of their
configured product in-browser, substantially reducing return rates for high-consideration purchases.
Augmented Reality (AR) browser APIs for mobile devices would further allow projection of the
configured product into the user's physical environment before committing to an order.

From an infrastructure perspective, decomposing the Spring Boot monolith into independently
scalable microservices—separating configuration validation, order management, inventory
management, and authentication—would enable targeted horizontal scaling of the CSA engine under
heavy concurrent load. Container orchestration via Kubernetes and cloud deployment on AWS or GCP
would provide production-grade fault tolerance and auto-scaling.

The behavioral data generated by Catalyst configuration sessions constitutes a rich training corpus.
Applying the behavioral clustering methodology of Wasilewski et al. [1] could enable proactive
configuration suggestions tailored to individual customer segments. Combining this with AIGC-driven
product description personalization would yield a fully integrated, intelligent personalization pipeline
spanning from initial product discovery through configuration to post-purchase content delivery.
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