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Abstract: The rapid growth of online platforms such as e-commerce and digital banking has increased the
risk of online theft, including account takeovers and fraudulent transactions. Traditional detection systems
rely on rule-based methods, which fail to adapt to evolving attacker strategies and complex user behaviour.
This project proposes a Composite Behaviour Modelling approach for effective online theft detection.
It analyzes multiple behavioural factors such as login patterns, transaction frequency, device details,
location, and time-based activity. These features are combined to create a comprehensive behavioural
profile for each user. The proposed system improves detection accuracy, reduces false positives, and
provides a scalable security solution for modern online platforms..
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1. INTRODUCTION

In today’s digital world, the widespread use of online banking, shopping applications, and digital platforms
has significantly increased the risk of cyber threats such as account takeovers and fraudulent transactions.
Traditional theft detection systems rely on rule-based approaches and single-factor analysis, which are often
ineffective against evolving attacker strategies. Hackers use advanced techniques like credential stuffing,
brute force attacks, and social engineering to bypass these basic security measures. To overcome these
limitations, this project, ShieldlQ, introduces a Composite Behavior Modeling approach for online theft
detection. The system analyzes multiple behavioral factors such as login patterns, device information,
location, and user activity. By combining these signals, it creates a comprehensive user profile that is
difficult for attackers to replicate. This approach enhances detection accuracy, reduces false positives, and
provides a more robust security solution..

2. LITERATURE SURVEY
Behavior-based authentication and fraud detection have been widely studied to improve cybersecurity by
analyzing user behavior patterns. Researchers have proposed various methods to enhance detection
accuracy and reduce false positives. Singh et al. (2020) introduced a multi-factor authentication system
combining behavioral biometrics with traditional credentials, improving accuracy and reliability. Panchal
et al. (2019) developed a rule-based fraud detection system, which was effective for known attacks but
failed with new threats and produced high false positives. Kumar and Patel (2021) applied machine learning
techniques for anomaly detection, achieving high accuracy but requiring large datasets and high

computational power.

e Traditional systems use rule-based methods; ShieldlQ uses composite behavior modeling
e Traditional systems analyze fewer factors; ShieldlQ uses multiple behavioral dimensions
e Traditional systems are static; ShieldlQ is adaptive and dynamic

e False positives are high in traditional systems but low in ShieldlQ
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e ShieldlQ provides better security with real-time detection

3. PROPOSED SYSTEM

ShieldlQ overcomes the limitations of traditional theft detection systems by using a composite behavior
modeling approach. The system analyzes multiple behavioral signals such as time patterns, location, device
fingerprint, transaction velocity, session behavior, and failed login attempts simultaneously. Each factor
contributes to a weighted risk score ranging from 0 to 100, enabling accurate detection of suspicious
activities. It maintains dynamic user profiles that adapt to changes in legitimate user behavior over time.
Based on the calculated risk level, the system triggers appropriate responses such as allowing access,
monitoring, verification, or blocking. Additionally, built-in tools like a threat simulator and risk analyzer
help in testing and improving system performance..
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Fig 1: Proposed System
[1 Multi-layer defense improves security strength
[ Low false positive rate
[ Real-time risk scoring and response
[] Adaptive user behavior profiles
[ Detailed logging for analysis
[ Built-in testing and simulation tools

4. METHODOLOGY

The composite risk scoring process in ShieldlQ begins with collecting user behavior data such as login
time, location, device, transaction activity, session duration, and failed attempts. This data is compared with
the user’s stored behavioral profile to identify deviations. Each behavioral signal is assigned an individual
risk score, which is then combined to generate a composite score ranging from 0 to 100. Based on this
score, the system classifies the risk level as low, medium, high, or critical. Finally, appropriate actions are
taken such as allowing access, monitoring, verification, or blocking the user with alerts.

Steps:

e Data collection from user activity
Comparison with stored profile
Individual signal scoring
Composite risk calculation
Risk level classification
Response generation
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The system consists of multiple modules working together to ensure effective theft detection and system
management.
Modules:

e Authentication Module: Handles user login/registration and secures passwords using hashing
e Risk Engine Module: Core module that calculates composite risk scores

e Alert Management Module: Generates and manages alerts based on risk levels

e Activity Logging Module: Maintains records of all user actions for analysis

e Threat Simulator Module: Tests system against different attack scenarios

e Risk Analyzer Module: Allows manual testing and risk evaluation

5. PROPOSED SYSTEM SOFTWARE RESULTS

The ShieldlQ system was successfully implemented and tested using simulated and real-time user
behavior data. The system effectively analyzed multiple behavioral parameters such as login time, location,
device, transaction activity, session duration, and failed login attempts to generate a composite risk
score.The results show that the system accurately detects suspicious activities and classifies them into
different risk levels (Low, Medium, High, Critical). High-risk and critical scenarios such as unusual login
locations, suspicious devices, and multiple failed attempts were correctly identified and appropriate actions
like alerts and access blocking were triggered.Compared to traditional rule-based systems, the proposed
system achieved improved detection accuracy and significantly reduced false positive rates due to its multi-
dimensional analysis. The real-time risk scoring mechanism ensured immediate response to potential
threats, enhancing overall system security.

Dashboard

Fig 2. Software Design

Additionally, the threat simulator and risk analyzer modules provided effective testing capabilities,
allowing administrators to evaluate different attack scenarios and system responses. The dashboard visually
displayed alerts, user activity, and behavior analysis, making monitoring simple and efficient.

Overall, the proposed system demonstrated high efficiency, scalability, and reliability, making it suitable
for modern online platforms requiring advanced security solutions.

6. CONCLUSION

The ShieldlQ project successfully demonstrates the application of Composite Behavior Modeling for online
theft detection. By analyzing six key behavioral dimensions - Time Pattern, Location, Device Fingerprint,
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Transaction Velocity, Session Behavior, and Failed Login Attempts - the system provides comprehensive
protection against account takeover and fraudulent access.

The composite risk scoring approach addresses the limitations of traditional rule-based systems by
considering multiple signals simultaneously. This multi-layer defense makes it extremely difficult for
attackers to bypass detection, as they would need to perfectly mimic legitimate user behavior across all
dimensions.

Key achievements of the project include:

Implementation of a weighted risk scoring algorithm that combines six behavioral signals
Four-tier risk classification (LOW, MEDIUM, HIGH, CRITICAL) with appropriate responses
Real-time risk calculation with sub-millisecond response times

Built-in threat simulator for testing attack scenarios

Comprehensive activity logging for forensic analysis

Responsive web interface with data visualization using Chart.js

Role-based access control for administrators and regular users

The system has been tested with various attack scenarios and demonstrates high accuracy in detecting
anomalous behavior while maintaining a low false positive rate. The modular architecture allows for easy
extension with additional behavioral signals or integration with external threat intelligence sources.
Through this project, we have demonstrated that composite behavior modeling is an effective approach for
modern theft detection, providing a balance between security and user experience that traditional systems
struggle to achieve.
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