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Abstract: This project focuses on detecting malicious URLS using machine learning techniques. It aims to
identify malicious websites based on URL features, improving cybersecurity by preventing phishing,
malware, and other attacks.TO address this challenge, this project proposes a machine learning-based
approach for detecting malicious URLs using lexical and statistical characteristics extracted directly
from URL strings. The proposed approach aims to provide a scalable, efficient, and reliable solution for
real-time malicious URL detection.
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1. INTRODUCTION

The rapid growth of the internet has made web security a critical concern in today’s digital world.
Malicious URLs are widely used to launch cyberattacks such as phishing, malware distribution, and
financial fraud, posing serious threats to users and organizations. Traditional detection methods, including
blacklist and rule-based approaches, are limited in identifying newly generated or evolving threats. To
address these challenges, machine learning techniques have emerged as effective solutions for detecting
malicious URLs. By analyzing lexical, structural, and statistical features of URLS, these models can
identify hidden patterns and improve detection accuracy. This study proposes a machine learning-based
framework that leverages both traditional and deep learning models for efficient and scalable malicious
URL detection. The goal is to enhance real-time cybersecurity by accurately identifying both known and
unknown threats.

2. LITERATURE SURVEY
The research on malicious URL detection has gained significant importance due to the rise in cyber
threats such as phishing and malware attacks. Several researchers have proposed machine learning and
deep learning approaches to improve detection accuracy. Karim et al. used a dataset of 11,000 URLs,
where Random Forest achieved 96.77% accuracy and a hybrid model achieved 95.23%. Rafsanjani et al.
proposed a framework using 42 features, achieving 98.95% accuracy. Alsaedi et al. developed a
multimodal deep learning model (HF-CNN) that improved performance and reduced errors, while

Hossain et al. achieved 99.24% accuracy using Random Forest with optimized features. These studies
highlight the effectiveness of ML and DL techniques over traditional methods.

From the reviewed literature, the following key observations can be made:

» Karim et al. achieved 96.77% accuracy using Random Forest.

* Rafsanjani et al. achieved 98.95% accuracy using 42 features.

» Hossain et al. reported the highest accuracy of 99.24%.

* Traditional methods fail to detect zero-day attacks.

* Deep learning models (LSTM, CNN) improve detection but require high computation.

» Feature extraction plays a key role in improving accuracy.
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3. PROPOSED SYSTEM

The proposed system introduces an efficient machine learning-based framework for detecting
malicious URLs by overcoming the limitations of traditional blacklist and rule-based methods. It focuses
on extracting meaningful features from URL strings and applying multiple classification models to
improve detection accuracy. By integrating both ensemble learning and deep learning techniques, the
system is capable of identifying complex patterns in URLs and detecting both known and previously
unseen threats. The overall framework is designed to be scalable, accurate, and suitable for real-time
applications.

* The system uses a publicly available labeled dataset, which is preprocessed by removing duplicates
and converting URLSs into binary classes (malicious or benign) for effective training.

* It performs feature extraction by analyzing lexical, structural, and statistical properties such as URL
length, number of special characters, entropy, and presence of suspicious keywords, which are strong
indicators of malicious behavior.

* Multiple machine learning models are implemented, including Logistic Regression (baseline),
Random Forest, and XGBoost, to compare performance and improve detection accuracy through
ensemble techniques.
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Fig 1: Proposed System
* A character-level LSTM model is used as a deep learning approach to automatically learn sequential
patterns from raw URLS, reducing the need for manual feature engineering.
* The system evaluates model performance using standard metrics like accuracy, precision, recall, F1-
score, and ROC-AUC, ensuring reliable comparison and selection of the best model.
* The proposed framework is capable of detecting zero-day and obfuscated URLSs, while maintaining
low computational cost, making it suitable for real-time and scalable deployment.

4, METHODOLOGY
The proposed system consists of five main modules that work together to detect malicious URLS
efficiently. Each module performs a specific task, starting from user input to final classification and data
storage.
Key Modules and Description:
» User:The user provides input URLs or datasets for analysis and receives the result as malicious or
benign. This module ensures easy and safe interaction without requiring technical knowledge.
« Interface System: Acts as a communication layer between the user and system. It collects, validates, and
forwards URLSs for processing and displays detection results or warnings.
» Feature Extraction Module: Extracts important features from URLs such as URL length, special
characters, IP usage, and domain-related details, which help in identifying malicious patterns.
* Detection Engine: The core module that uses machine learning and deep learning models to classify
URLSs. It analyzes features and predicts whether the URL is safe or malicious, sometimes assigning risk
scores.
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 Database / Cloud Server: Stores datasets, trained models, and detection history. Supports real-time
processing, scalability, and helps improve system performance over time.

5. PROPOSED SYSTEM SOFTWARE RESULTS
Multiple models were trained and evaluated for malicious URL detection.
* Logistic Regression served as the baseline model but showed lower recall.
* Random Forest and XGBoost significantly improved performance using ensemble learning.
e The Character-level LSTM achieved the highest accuracy (92.8%) and ROC-AUC (0.97),
demonstrating strong ability to detect malicious URL patterns.
* Results show that deep learning models outperform traditional machine learning models for this task.

--- Logistic Regression ---

- Accuracy: ©.7241702021462441
Precision: ©.70624430826435734
Recall: ©.2900312805107022
Fl-score: ©.41210106382978723
ROC-AUC: ©.7497704786558683

-- Random Forest ---
Accuracy: ©.891346393810831
Precision: ©.8557816377171216
Recall: ©.8094254600075104
Fl-score: ©.8319583152409901
ROC-AUC: ©.9453912271886634

-- XGBoOSt ---
Accurac: y: ©.8805137883703519
Precision: ©.8531931968210412
Recall: ©.7735167104769057
Fl-score: 8.8114036707411647
ROC-AUC: ©.9480549759372785
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Character-level LSTM

Accuracy: ©.9279542051410032

Precision: ©.9398892697073556

Recall: ©.8366973338340218

Fl-score: 8.8852963818321786

ROC-AUC: @.9729676416882045
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The bar chart compares Accuracy, Precision, Recall, F1-score, and ROC-AUC for all models.
* The Character-level LSTM shows the best overall performance, while Random Forest and XGBoost

also achieve strong results.
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6. CONCLUSION
The proposed Malicious URL Detection System effectively combines machine learning and deep learning
techniques to identify malicious web links with high accuracy. By utilizing feature extraction methods
along with models such as Random Forest, XGBoost, and character-level LSTM, the system overcomes
the limitations of traditional detection approaches. The results demonstrate improved performance,
especially with LSTM in capturing complex URL patterns, while the hybrid approach enhances overall
reliability. The framework is scalable, efficient, and capable of detecting both known and unknown
threats, making it suitable for real-time cybersecurity applications.
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