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Abstract: Phishing attacks have emerged as one of the most serious cybersecurity threats, exploiting 
deceptive URLs to impersonate legitimate websites and steal sensitive user information. Traditional 
detection mechanisms, such as blacklisting and rule-based systems, are often ineffective against rapidly 

evolving phishing techniques, including URL obfuscation and domain spoofing. To address these 
challenges, this paper presents a machine learning-based approach for detecting phishing URLs using 
multi-level feature analysis. The proposed system extracts lexical, structural, and behavioral features 
from URLs to capture their inherent characteristics. Multiple classification models, including Decision 
Tree, Random Forest, and Deep Neural Networks, are employed to distinguish between legitimate and 
malicious URLs. 
The model is trained and evaluated on a diverse dataset containing both phishing and legitimate URLs 

collected from various sources. Experimental results demonstrate that the proposed approach achieves 
high accuracy, precision, recall, and F1-score, with deep learning models outperforming traditional 
classifiers. Furthermore, the system shows strong adaptability in detecting sophisticated phishing 
attacks. The proposed framework provides an efficient, scalable, and reliable solution for real-time 
phishing detection, contributing to enhanced cybersecurity and user protection. 
 

1. INTRODUCTION 
✅ Simplified Introduction (Short & Clear) 

With the rapid growth of internet usage and online services, cybersecurity threats have become 
increasingly prevalent. Among these threats, phishing attacks are one of the most common and dangerous 

forms of cybercrime. Phishing involves deceiving users into providing sensitive information, such as 
login credentials, banking details, and personal data, by impersonating legitimate websites. These attacks 
are typically carried out through malicious URLs that mimic trusted domains, making it difficult for users 
to distinguish between genuine and fraudulent links. 
Traditional phishing detection techniques, such as blacklist-based systems and rule-based filters, have 
been widely used to identify malicious URLs. However, these approaches suffer from significant 
limitations. Blacklist-based systems can only detect previously identified phishing URLs and fail to 
identify newly generated or zero-day attacks. Similarly, rule-based systems are often unable to adapt to 

the evolving strategies used by attackers, such as URL obfuscation, domain spoofing, and the use of 
shortened links. 
In recent years, machine learning techniques have emerged as a promising solution for detecting phishing 
attacks. These techniques can automatically learn patterns and characteristics from data, enabling them to 
identify malicious URLs with higher accuracy. By analyzing various features extracted from URLs, such 
as lexical properties, structural patterns, and behavioral characteristics, machine learning models can 
effectively distinguish between legitimate and phishing websites. 

This paper proposes a machine learning-based phishing URL detection system that utilizes multi-level 
feature analysis to improve detection performance. The system extracts lexical, structural, and behavioral 
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features from URLs and applies multiple classification algorithms, including Decision Tree, Random 
Forest, and Deep Neural Networks. The use of diverse feature sets and multiple models enhances the 
robustness and accuracy of the detection system. 
 

2. LITERATURE SURVEY 
Malicious URL detection has become a critical area of research in cybersecurity due to the rapid growth 
of phishing, malware distribution, and other web-based attacks. Traditional detection techniques such as 
blacklist-based and signature-based methods were initially widely used; however, they suffer from major 
limitations, particularly their inability to detect zero-day attacks and newly generated malicious URLs. To 
address these shortcomings, researchers began adopting machine learning approaches, including 

algorithms like Support Vector Machines (SVM), Random Forest, and XGBoost, which rely on 
handcrafted features such as URL length, domain age, and the presence of special characters. Although 
these methods improved detection accuracy, their dependence on manual feature engineering limited their 
scalability and adaptability to evolving attack patterns. 
With the advancement of deep learning, more sophisticated approaches have been introduced to 
automatically learn feature representations from raw data. Convolutional Neural Networks (CNNs) were 
among the first deep learning models applied to malicious URL detection, effectively capturing local 

patterns in character-level URL representations. Subsequently, Recurrent Neural Networks (RNNs), 
particularly Long Short-Term Memory (LSTM) and Bidirectional LSTM (BiLSTM) models, were 
utilized to model sequential dependencies within URL strings, enabling better understanding of 
contextual patterns. To further enhance performance, hybrid models combining CNN and LSTM 
architectures were proposed, where CNNs extract spatial features and LSTMs capture temporal 
relationships, resulting in improved detection accuracy compared to individual models. 
PROPOSED SYSTEM 

The proposed system for malicious URL detection leverages a deep learning–based hybrid architecture to 
accurately classify URLs as benign or malicious in real time. The system primarily utilizes a combination 
of Convolutional Neural Networks (CNN) and Long Short-Term Memory (LSTM) networks to exploit 
both spatial and sequential characteristics of URL strings. Initially, raw URLs are collected from various 
sources such as publicly available datasets and real-time traffic, followed by preprocessing steps 
including tokenization and encoding at the character level. The CNN component is employed to extract 
local patterns such as suspicious keywords, special characters, and structural anomalies within the URL, 
while the LSTM layer captures long-range dependencies and sequential relationships among tokens. The 

extracted features are then passed through fully connected layers for classification. To further enhance 
performance, the system can incorporate additional features such as domain-based information and host-
related attributes, forming a hybrid feature representation. The model is trained using labeled datasets and 
optimized using techniques such as dropout and batch normalization to prevent overfitting. Finally, the 
proposed system is designed to be deployed as a real-time detection module that can be integrated into 
web browsers, network security systems, or email filters, providing fast and accurate identification of 
malicious URLs while maintaining scalability and adaptability to evolving cyber threats. 

PROPOSED SYSTEM ADVANTAGES 
 ∙  Automatically learns features from raw URL data (no manual feature engineering required)  
∙  Effectively captures both spatial patterns (CNN) and sequential dependencies (LSTM)  
∙  High detection accuracy compared to traditional and machine learning methods  
∙  Capable of detecting zero-day and previously unseen attacks  
∙  Robust against URL obfuscation and complex attack patterns  
∙  Supports real-time detection for practical applications 

 

3. METHODOLOGY 
The working of the system is divided into the following steps 
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● Data Collection 
Collect URLs from various sources such as public datasets (e.g., PhishTank, Kaggle) and real-time 
network traffic. The dataset should include both benign and malicious URLs.  
● Data Preprocessing 
Clean and prepare the data by:  
o Removing duplicates and invalid URLs  
o Labeling URLs (benign = 0, malicious = 1)  

o Tokenizing URLs at character or word level  
o Encoding using techniques like one-hot encoding or embedding  
● Feature Representation 
Convert URLs into numerical form suitable for deep learning models:  

o Character-level embeddings  
o Lexical features (length, special characters)  
o Optional: host-based features (domain age, IP info)  

● Model Design 
Build a hybrid deep learning model:  

o CNN layer to extract local patterns  
o LSTM layer to capture sequential dependencies  
o Fully connected (dense) layers for classification  

● Model Training 
Train the model using labeled data:  

o Split dataset into training and testing sets  
o Use optimization algorithms like Adam  
o Apply techniques such as dropout and batch normalization to avoid overfitting  

● Model Evaluation 
Evaluate performance using metrics:  

o Accuracy  

o Precision  
o Recall  
o F1-score  
o ROC-AUC  

● Hyperparameter Tuning 
Optimize model parameters such as:  

o Learning rate  
o Batch size  
o Number of layers and neurons  

● Deployment 

Deploy the trained model into real-world systems:  

o Web browsers  
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o Email filtering systems  
o Network security tools  

● Real-Time Detection 
The system analyzes incoming URLs and classifies them instantly as benign or malicious.  
● Continuous Updating 
Periodically retrain the model with new data to handle evolving cyber threats and improve performance.  

 

 

 

 

 

 

 

 

4.   ARCHITECTURE 
 

 
 
 

  

The performance of the models is evaluated using the following metrics: 
● Accuracy: Measures the overall correctness of predictions  
● Precision: Measures the proportion of correctly identified phishing URLs  
● Recall: Measures the ability to detect actual phishing URLs  

● F1-Score: Harmonic mean of precision and recall  

RESULTS AND OUTPUT  
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5. CONCLUSION 
In this paper, a machine learning-based approach for detecting phishing URLs has been presented, 
focusing on improving cybersecurity through intelligent and automated techniques. The proposed 
system utilizes multi-level feature extraction, including lexical, structural, and behavioral analysis, 
to effectively capture the characteristics of both legitimate and malicious URLs. 
Multiple classification models, including Decision Tree, Random Forest, and Deep Neural 

Network, were implemented and evaluated. The experimental results demonstrate that the Deep 
Neural Network achieved the highest accuracy, followed by the Random Forest model. The 
findings highlight that integrating diverse feature extraction techniques with advanced machine 
learning models significantly enhances detection performance. 
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