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 Abstract—Getting people to trust an electronic voting system is genuinely difficult. The moment you 

move vote records off paper and into software, somebody will ask: who controls that software, and what 

stops them from changing the numbers? Most current systems have no satisfying answer to that question 
because the authoritative vote count lives on one organisation’s server, and you just have to believe 

them. 

We built VoteShield to make that question answerable. The core idea is to store every ballot as a 

transaction on the Ethereum Sepolia blockchain, so the record is public, permanent, and verifiable by 
anyone who wants to check. That part is not new. What we added on top is a backend Relayer service 

written in Node.js that handles all the wallet creation, key management, and gas payment so that voters 

never need to know what any of those words mean. From the voter’s side the experience is a three-step 
web form. From the blockchain’s side it looks like a normal signed transaction. 

Authentication runs off-chain: a voter enters their institutional ID and a four-digit PIN, receives a 

one-time password by SMS through Twilio, and only after all three checks pass does the Relayer submit 
a vote transaction to the smart contract. The contract itself enforces the “vote once” rule on-chain, so 

even if someone managed to bypass our API, the Ethereum Virtual Machine would reject their second 

attempt. In load tests on Sepolia the system processed each vote in roughly 12.5 seconds at a gas cost 

of around 65,000 units, which we think is perfectly workable for a campus or institutional setting. 
Index Terms—Blockchain, Smart Contracts, Ethereum Sepolia, E-Voting, Relayer Architecture, 

OTP, Supabase, Gas Abstraction, Solidity, Decentralised Applications 

 

I. INTRODUCTION 
A. The actual problem with e-voting today 

We started thinking about this project after reading about several high-profile disputes over electronic 

election results where the losing side had no technical way to verify the outcome independently. That is 

not a bug in any one system; it is a structural feature of how most e-voting platforms are built. The 
authoritative record sits in a database controlled by whoever ran the election, and external auditors get 

access only if they are specifically invited. Even then they are usually auditing logs and exports rather 

than the original data. For anyone who was not in the room, trust becomes the only option. 
Older solutions like Electronic Voting Machines (EVMs) and Direct-Recording Electronic terminals 

were introduced to speed up counting and cut down on human error in tallying, which they do reasonably 

well [4]. The problem is the software running those machines is almost never open-source. An outside 

researcher who wants to verify it works correctly usually cannot. So the public ends up in the same 
position as before: trust the administrator or do not vote. 

B. Where blockchain helps and where it does not 

A distributed ledger changes the trust model in a meaningful way. Because blocks are chained together 
cryptographically and replicated across many independent nodes, rewriting a historical vote record 

would require recalculating every sub- sequent block and convincing more than half the network to 

accept the new version [1]. That is computationally infeasible at the scale of Ethereum. So anyone who 
doubts the result can just query the chain themselves, without asking permission from the election 

authority. 

We needed an approach that kept the blockchain’s auditability but felt like a regular website to the 

person using it. 
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C. What we built and what is new about it 

VoteShield is our attempt at that balance. The contributions we are claiming are as follows. 
First, we separated identity verification from vote submis- sion. Checking that someone is who they 

say they are happens off-chain using a Supabase PostgreSQL database and Twilio SMS, which is fast 

and familiar. The actual vote goes on- chain through a Solidity contract, which is where the tamper- 
resistance comes from. Keeping these concerns apart means neither layer has to do a job it is bad at. 

Second, we implemented a Relayer server that sits between the voter’s browser and the Ethereum 

network. It holds a funded wallet, signs every vote transaction with that wallet’s private key, and pays 
the gas fee. Voters do not know this is happening. They click “Submit” and get a receipt a few seconds 

later. 

Third, the results dashboard reads vote totals directly from the smart contract’s event logs rather than 

from any database. This was a deliberate choice: it means the numbers displayed on screen are always 
a direct reflection of what is on the blockchain, not a server’s cached copy that could theoretically be 

altered. 

Finally, after a successful vote the system generates a PDF receipt showing the transaction hash and 
block number. Voters can paste that hash into Etherscan and independently confirm their ballot was 

recorded. We thought this was important because it gives ordinary users a concrete way to verify the 

system worked, rather than asking them to trust our word for it. 

II.RELATED WORK 
A. User trust is not just a UX problem 

Abu-Shanab et al. ran an empirical study looking at what actually drives people to use electronic 

voting systems, apply- ing something called the Technology Acceptance Model [4]. Their finding that 

stood out to us was this: it does not matter how secure a system actually is if voters cannot perceive it 
as secure. Perceived usefulness and institutional trust were the two biggest predictors of whether 

someone would engage with the platform at all. This shaped how we designed our frontend quite 

directly. We deliberately hid everything that might look intimidating—there is no mention of wallets, 
gas, or cryptographic keys anywhere in the voter-facing interface. The whole point is that a voter should 

not have to think about how the security works. 

B. What was used before blockchain 

Before blockchain became practical for this kind of ap- plication, most privacy-preserving voting 
research centred on Homomorphic Encryption. The idea is appealing: you can add up encrypted votes 

and only decrypt the total, so individual ballots are never exposed. Gopalakrishnan et al. pointed out the 

issue though [1]. Even with HE you still need someone to hold the decryption key and perform the final 
tally, which means you have just moved the trust requirement rather than removed it. Blockchain 

consensus avoids this because the counting rules live in a smart contract that runs exactly as written on 

every node in the network. No single party has elevated privileges over the outcome. 

C. Smart contract voting in earlier work 
Hajian Berenjestanaki et al. did a fairly thorough review of blockchain-based e-voting systems and 

came up with a useful taxonomy [2]. Their conclusion was that public auditability is something 

blockchain genuinely delivers well, but voter anonymity and Sybil resistance (stopping one person from 
voting under many identities) remain unsolved in purely decentralised designs. That second point is 

something we took seriously. Our off-chain identity layer is specifically there to solve the Sybil problem: 

you cannot register a voter identity at runtime, so there is no mechanism for someone to create multiple 
accounts. 

Pradhan et al. built an EVM-based voting contract and showed that the mechanics of smart contract 

voting work [3]. Their voters had to use their own MetaMask wallets and pay their own gas, which 

would exclude most of our intended users. That gap is the direct motivation for our Relayer design. 

III. SYSTEM ARCHITECTURE 
A. The three-tier split 

We structured VoteShield around three tiers that each have a clearly defined boundary. 

The front end is a React.js single-page application. It handles credential collection, displays status 
messages, and renders the results chart. It talks only to our Node.js API and never directly to the 

blockchain. This was a deliberate choice: we did not want the voter’s browser doing anything that 

required a private key or a blockchain connection. 

The middle tier is a Node.js and Express server. This is where authentication logic lives (Supabase 
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queries, Twilio calls, JWT issuance), and it is also where the Relayer wallet is kept. When a vote is 

approved it is this server that formats the transaction, signs it with the Relayer key, and sends it to the 
Sepolia network. From the voter’s perspective this all happens invisibly between clicking Submit and  
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never gets a transaction unless the API has already verified the voter’s identity. 

 

Fig. 1. Full session flow showing off-chain identity checks and on-chain vote submission through 

the Relayer. 
 

 

B. Off-chain identity management 
The Supabase table that backs identity verification is pop- ulated before the election opens. Each row 

stores a voter’s institutional ID, their bcrypt-hashed PIN, and a verified mobile number. Nothing gets 

added to this table during voting. This is the mechanism that prevents Sybil attacks: there is simply no 

way to create a new voter account at runtime. 
When a voter tries to authenticate, three checks run in sequence. First the system looks up the voter 

ID and checks that the account is marked active. Second it sends an OTP via Twilio and waits for the 

voter to enter it within a configurable window. Third it runs bcrypt comparison on the PIN. All three 
have to pass before a JWT gets issued. The token expires in fifteen minutes, so a voter who gets 

distracted partway through cannot return hours later and complete their vote. 

C. On-chain vote execution 
The Relayer wallet is an ordinary Ethereum externally- owned account whose private key is stored in 

a server environ- ment variable. When the API decides a vote is legitimate, it uses ethers.js to build a 

transaction calling the contract’s vote function, sign it with the Relayer key, and broadcast it to Sepolia 

via an RPC endpoint. The voter does not need any Ether of their own. 
On the contract side, the vote function first checks the hasVoted mapping for the submitted voter ID. 

If the entry is already true, the whole transaction reverts right there. If not, it flips the entry to true and 

fires a Voted event with the voter ID, candidate ID, and the current block timestamp. Those events are 
the canonical record of the election. 

 

 

IV. FORMAL ALGORITHMS 
Algorithm 1 describes the authentication sequence in pseu- docode. Algorithm 2 describes what the 

Relayer does once it receives a valid JWT alongside a vote request. 

V. API DESIGN 

The REST API has four endpoints, summarised in Table I. We kept the surface area small 
intentionally. Each endpoint does one thing, which made testing much easier and reduced the surface 

area for bugs. 
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Twilio SMS 2. send OTP 
Node.js Relayer API PIN 
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6. TxHash + event  5. signed Tx 
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Algorithm 1 Off-Chain Multi-Factor Authentication  

Require: Voter-supplied: ID Vid, PIN P , phone ϕ 

Ensure: Signed JWT Sauth, or rejection 

1: R ← Supabase.query(Vid) 

2: if R = ∅ or R.active = false then 

3: return error: voter not found or inactive 

4: end if 

5: otps ← Twilio.generate6Digit() 

6: Twilio.SMS(R.ϕ, otps) 

7: otpu ← waitForInput(timeout = 5min) 
8: if otpu ̸= otps or timed out then 

9: return error: OTP mismatch or expired 

10: end if 

11: if bcrypt.verify(P, R.pinHash) = false then 

12: return error: wrong PIN 

13: end if 

14: return JWT.sign({Vid}, ttl = 15min) 

 
 

Algorithm 2 Relayer Vote Submission  Require: JWT Sauth, voter ID Vid, candidate ID Cid 

Ensure: Transaction hash Th, or rejection 
1: Verify Sauth signature and expiry 

2: if invalid or expired then 3: return error: bad token 4: end if 

5: voted ← Contract.hasVoted(Vid) 
6: if voted = true then 

7: return error: already voted on-chain 

8: end if 

9: d ← ABI.encode("vote", Vid, Cid) 
10: Tx ← {to : addr, data : d, gasLimit : 100,000} 

11: σ ← ECDSA.sign(keccak256(Tx), krelayer) 

12: Th ← RPC.send(Tx, σ) 
13: return Th 

 

 
 

One thing worth noting about /api/vote: it does two double-voting checks. The first is a soft check 

against the JWT itself (if someone has already voted, a new JWT won’t have been issued for them). The 

second is a hard check against the contract’s hasVoted mapping before the Relayer signs anything. This 
redundancy exists because we do not want to waste gas on a transaction that the contract is going to 

revert anyway. 

VI. CRYPTOGRAPHIC UNDERPINNINGS 
A. How the Relayer key and address are related 

The Relayer holds a 256-bit private key k that never leaves the server. The public key K is computed 
by multiplying k with the generator point G of the secp256k1 curve: 

K = k · G (1) 

The Ethereum address that appears as the transaction sender on-chain is the last 20 bytes of the 
Keccak-256 hash of K. This is standard Ethereum key derivation; what matters for
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TABLE I 

REST API ENDPOINT REFERENCE 
 

Endpoint Method  What it does 

/api/send-otp POST Takes the voter’s phone number and asks 
Twilio to deliver a 6-digit code by SMS. 

/api/verify-otp POST   Forwards the entered code to Twilio’s 

Verification Check API and sets a session flag if it matches. 
/api/verify-pin POST   Fetches the stored bcrypt hash from Su- 

pabase and compares it against the sub- mitted PIN; issues a JWT on success. 

/api/vote    POST   Validates  the  JWT,  pre-checks 

hasVoted on-chain, then signs and broadcasts the transaction through the Relayer. 
 

 

our system is that the private key is the one thing an attacker would need to impersonate the Relayer, 
which is why it lives only in an environment variable on a server that is not publicly accessible. 

 

B. How blocks stay linked 
Each block Bi in the chain carries a digest that commits to its parent and to every transaction it 

contains: 

 

 
H(Bi) = Keccak256(H(Bi−1)  MerkleRoot(T )  Nonce) 

(2) 

The Merkle tree over the block’s transactions is built by hashing pairs repeatedly until a single root 
remains. For four transactions this looks like: 

 

 

Root = H H(H(T1)  H(T2))  H(H(T3)  H(T4)) (3) 
 

w = s−1 (mod n) (5) 

u1 = z · w (mod n) (6) 
u2 = r · w (mod n) (7) 

(x1, y1) = u1 · G + u2 · PA (8) 

The transaction is accepted only if r ≡ x1 (mod n). If any byte of the payload is changed after signing, 
z changes, this check fails, and the EVM reverts the call. This means a man- in-the-middle who intercepts 

the transaction and tries to swap the candidate field will just cause the vote to bounce. 

 

VII. IMPLEMENTATION NOTES 
A. Smart contract: why we chose events over storage 

Our first version of the contract stored vote counts directly in a mapping(string => uint256). We 

replaced that with event emission after realising two things. Storage writes are the most gas-expensive 

operation in Solidity; emitting an event costs a fraction of that. And storage variables can in prin- ciple 
be modified if the contract owner calls selfdestruct or if there is an upgrade mechanism, whereas event 

logs are part of the blockchain’s receipt trie and cannot be altered after the fact. The tradeoff is that you 

cannot read event data from inside another contract, but we do not need to. The results dashboard reads 

events directly off the chain using ethers.js. The contract itself only needs to know whether a given voter 
ID has voted, and that boolean is the only thing still in storage. 
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Listing 1. VoteShield Solidity contract 

 

If someone tries to alter Tj after the block is mined, the leaf 
hash changes, which changes every ancestor node in the tree, which changes the root, which changes 

H(Bi). Since H(Bi) is part of H(Bi+1), every subsequent block hash also becomes wrong. Any node on 

the network running standard validation will immediately reject the modified chain. 

 
C. Why the ECDSA signature protects vote payloads 

Before the Relayer broadcasts a transaction it signs the Keccak-256 hash of the serialised payload. 

The signature algorithm is ECDSA on secp256k1, whose curve is defined by: 
 

 

y2 ≡ x3 + 7  (mod p) (4) 
The signature is two integers (r, s). The EVM verifies them using the voter ID, candidate ID, and 

Relayer address embedded in the payload. Concretely, given transaction hash z, curve order n, generator 

G, and Relayer public key PA: 
 

The require on line 13 is the last line of defence. If someone managed to forge a JWT and reach this 

function for a voter who had already voted, the EVM would revert thetransaction before any state change 

occurred. The Relayer’s gas expenditure on a reverted call is very small because execution stops at the 
first failed require. 

control of the network’s hashing power. Nakamoto’s original analysis gives the probability that such an attacker, starting z 

blocks behind the honest chain, ever catches up [8]:

A. Frontend decisions worth explaining 

The results page was one of the more interesting things to build. It uses a useEffect hook to fetch all 

Voted 

// SPDX-License-Identifier: MIT pragma 

solidity ˆ0.8.19; 

contract VoteShield { 
mapping(string => bool) public hasVoted; 

event Voted( 
string indexed voterId, string

 candidateId, 
uint256 timestamp 
); 

function vote( 
string memory voterId, string memory 

candidateId 
) external { 

require( 
!hasVoted[voterId], "VoteShield: ballot 

already 
recorded" 

); 
hasVoted[voterId] = true; 
emit Voted(voterId, candidateId, block 

.timestamp); 
} 

} 
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(9)

events from the contract’s deployment block to the current chain head each time the component mounts. 

The vote totals are computed client-side by grouping events by candidate ID. This approach is slightly 

slower than a database query but it means the displayed numbers cannot be wrong: they are whatever 
the blockchain actually says, computed fresh every time the page loads. 

The receipt PDF is generated entirely in the browser using html2canvas to snapshot the confirmation 

div and jsPDF to wrap it. The file contains the transaction hash, block number, block timestamp, and 
the Relayer’s public address. We included the Relayer address because it lets a voter verify on Etherscan 

that the transaction really did come from our authorised server rather than from an arbitrary address. 

We also needed a way to close the poll and prevent late votes. The solution was a broadcast channel: 
when the admin panel in Admin.tsx clicks “End Election”, it writes a flag to localStorage and dispatches 

a storage event. Every open browser tab listening for that event immediately disables the voting button. 

It is a simple mechanism but it worked reliably in testing, even with six tabs open simultaneously. 

 

VIII. SECURITY TESTING 
A. How we tested the contract 

We used Hardhat with the Chai assertion library. The test cases were: a normal successful vote, an 

attempt to vote twice with the same voter ID (should revert), a read of hasVoted for a new ID (should 
return false), and a vote submitted from an account other than the Relayer (should succeed, since the 

contract does not restrict callers: identity enforcement is the 

API’s job). 

That last test case surprised a few people when we demon- strated it. The contract will accept a vote call 

from any address. The reason is that restricting callers to a specific address would create a single point 

of failure: if the Relayer key was rotated or compromised, the contract would become unusable. The 

security boundary between identity verification and vote submission is intentional, not an oversight. 

We stress-tested the API with Postman. Scenarios included sending a vote request with an expired JWT, 

sending one with a structurally valid but wrong-secret JWT, submitting a vote for a voter ID that did not 

exist in Supabase, and sending malformed JSON to each endpoint. Every case returned the appropriate 

HTTP error code without any internal state leaking into the response body. 

B. 51% attack probability 

For completeness, we include the probabilistic bound on an attacker who tries to rewrite vote history by 

gaining majority 

where λ = z(q/p), p is the honest fraction of hash rate, and q is the attacker’s fraction. On Ethereum, q 

≪ p. As z increases, Pz drops toward zero fast enough that six block confirmations is already considered 

practically irreversible for financial transactions. For voting purposes, where there is no time pressure 

to accept the result the moment mining completes, waiting for ten or more confirmations is trivially 

feasible. 

C. Payload tampering 

We touched on this in the cryptography section but it is worth restating in the security context. TLS 

between the browser and the API guards against passive interception of credentials. The ECDSA 

signature on the transaction guards against active modification of the vote payload after it leaves the 

API. An attacker who manages to sit on the network path between our Relayer and the Sepolia RPC 

endpoint and swap the candidate field in a transaction will produce an invalid signature, and the EVM 

will reject the call. There is no way to modify the payload and keep the signature valid without access 

to the Relayer’s private key. 

IX. PERFORMANCE 

A. Gas cost model 

Each vote incurs a total ETH cost that depends on Sepolia’s current base fee and the execution cost of 

the vote function: 

1 −  
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Ctotal = (Gbase + Gexec) × Pgas (10) 

Gbase is the EIP-1559 base fee for the block, Gexec is the gas consumed by our function body, and Pgas is 
the total gas price in Gwei at the time of broadcast. 

B. What we actually measured 

Table II shows figures from load tests on Sepolia. The vote() cost of about 65,000 gas is worth dwelling 

on because it came down from roughly 110,000 in our first design. That earlier version stored the 

candidate choice in a mapping(string => string) state variable. Switching to event emission and keeping 

only the boolean in storage cut the cost by about 40%. On a testnet this does not matter much financially, 

but it would matter at scale. 

 
TABLE II 
MEASURED EXECUTION METRICS ON ETHEREUM SEPOLIA 
 

Operation Gas 

consumed 

Avg. time 

Contract deployment ≈1,450,000 15.2 s 

vote() execution ≈65,000 12.5 s 

hasVoted() query 0 (view call) 210 ms 

   

The 12.5-second figure is basically Sepolia’s block time. A voter sees a spinner for ten to fifteen seconds 

between submit- ting their ballot and getting a receipt. In user testing within our group this was mildly 

annoying but entirely acceptable once people understood what was happening. In a production 

deployment on a layer-2 network this would likely drop to under two seconds. 

 

X. CONCLUSION 
 

A. What worked 

VoteShield does what we set out to do. The Relayer pattern turned out to be the right answer to the 

accessibility problem: by absorbing all the Web3 complexity server-side, we got a voting interface that 

requires no prior knowledge of blockchain technology from the voter. The two-layer design (off-chain 

identity, on-chain vote) gave us a clean separation of concerns that was also easier to test: the 

authentication API can be tested with standard HTTP tools, and the contract can be tested with Hardhat, 

and neither test suite needs to know about the other. The event-log approach to tallying was something 

we were uncertain about early on because it means the results page cannot show a running count during 

the election without repeatedly scanning the chain. In practice it was fine: we render results after the 

election closes, not in real-time, and a 
scan of a few hundred events takes well under a second. 

 

B. What we would do differently 

The Relayer’s private key sitting in an environment variable is the part of this design that makes us most 

uncomfortable. It works for a proof of concept but in a real deployment we would move it into a Hardware 

Security Module and add a multi-signature requirement for any batch of transactions above a threshold. 

The current architecture also submits one Ethereum transaction per vote, which is fine for campus-scale 

elections but would be prohibitively expensive at national scale. 

 

C. Where this goes next 

The obvious next step is zk-SNARK integration. Right now the voter IDs appear in the Voted event logs, 

which means the blockchain record shows who voted even if not whom they voted for. Zero-knowledge 

proofs would let the contract verify that a submission came from an authorised voter without recording 



Journal of Computer and Electrical Sciences (JCES)- Volume-1 Issue-4, April 2026 

ISSN: 3049-2602(Online) 

 

https://doi.org/10.5281/zenodo.19610749 

any identifier at all. That is the step needed to meet the ballot secrecy requirements of a real public election. 

We also want to try deploying on Arbitrum or Optimism. Layer-2 rollups anchor their security to 

Ethereum mainnet through fraud or validity proofs, so the trust model is es- sentially the same, but 

transaction costs are two orders of magnitude lower [5]. That would make the system practical for 

elections at a much larger scale without any changes to the contract logic. 
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