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Abstract: Artificial intelligence is improving, and now it is simplified to create videos and 

pictures that seem to be real. This is referred to as deepfake technology. This is an issue 

since it may be utilized to disseminate misinformation and damage individuals. This is a 
project of creating a system that is capable of identifying whether a video or picture is 

genuine or not. It applies intelligence to achieve this. The system resembles a site where 

individuals can post their movies and photos to determine whether they are genuine. The 
system examines the computer models to identify fake videos and pictures. These models 

are excellent in detecting errors in the video or picture that can inform us whether it is 

fake. The system is also quite efficient in creating videos and pictures with the application 
of artificial intelligence. It is even able to enhance old videos and pictures. The system is 

made up of two parts: the backend and the frontend. The backend is the brain of the 

software, it does everything. The front end is similar to the face of the system that has an 
attractive user Interface that people are exposed to when they use the system to identify 

media files. The system is extremely safe and secure; it operates using codes to ensure 

that the information of peoples is maintained confidential. 
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1. INTRODUCTION 

The technology of Artificial Intelligence and Deep Learning is moving forward fast. This 

implies that now individuals are able to create media that is highly powerful and 
convenient. Among the things that are occurring due to this is the emergence of deepfakes. 

Deepfakes are computer-generated pictures, videos, or audio. Look very real. They are in 

fact counterfeit. The technology of deepfakes can be applied to such activities as 
producing movies or content. Bad things can also be applied to it. Deepfakes can be used 

by people to disseminate information, deceive people into believing in something that is 

not, impersonate someone, damage the reputation of a person, or perform fake actions. 

The possibility of an individual utilizing deepfakes to do something has now increased 
significantly due to the ease with which individuals can now use the tools of Artificial 

Intelligence to create media. That is why it is highly important to be capable of telling 

whether a picture or a video is a deepfake. Previously individuals used to view images or 
videos to determine whether they were authentic or not. They would also check computer 

programs. Such approaches are no longer effective since deepfakes are too realistic. 

Deepfakes may get stuff wrong that cannot be easily noticed by people. To take the case 
in point, the face in a video may not appear right, or the lighting may be slightly off. In 

this project, we created a system that would rely on Artificial Intelligence to identify 

deepfakes and also to create new media. It is a kind of a site where an individual can post 
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pictures or videos to determine whether they are real or not. The media is then examined 

by the system. The model uses deep learning to determine whether it is fake or real. Text 
may also be used to make new pictures or videos using the system. It is even capable of 

improving pictures. The system back end is developed through FastAPI and thus is fast 

and can do lots of things simultaneously. The front end is developed based on React and 
Next.js that can make people easily use it. Another application of Firebase was to ensure 

that the system is only used by the right individuals. The system is cloud based and this 

implies that individuals can access it anywhere. The Artificial Intelligence Deepfake 
system is aimed at enabling individuals to narrate what is true and false in the media. This 

will make people more trusting to the media and make the internet a safer place. The 

system is also user friendly. Is able to deal with a large number of people at a time. This 

implies that a significant number of people can use it to make the media more credible. 
The Artificial Intelligence Deepfake system is highly significant since the issue of 

deepfakes exists. People can be hurt or information disseminated by using deepfakes. 

Therefore it is highly essential that they can be identified. The system that we developed 
is a step in the right direction in terms of being capable of identifying deepfakes and 

making the media more credible. Deepfakes will continue to be an issue as long as 

individuals can create them. With the Artificial Intelligence Deepfake system, individuals 

will know what is genuine and what is not. This will aid in making people safe and 
making the internet a better place. Artificial Intelligence Deepfake is a system that can be 

employed in detecting deepfakes and making new media. It is a move towards making the 

media more credible. 

2. LITERATURE SURVEY 

 
Recent studies on deepfake detection look at problems in face features, lighting, and 

video patterns. Convolutional Neural Networks have been used for image detection, while 
Recurrent Neural Networks and frame analysis are used for videos. Current systems often 

have issues with scaling processing in time or being easy to use. This project takes these 

methods. Puts them into a single software platform. 
 

From what we have read,  here are some key points: 

 
 Evolution of Deepfake Generation Techniques 

 Deep Learning Approaches for Deepfake Detection 

 Video-Based Detection and Temporal Analysis 
 Integrated AI Systems and SaaS-Based Architectures 

 

The literature shows that AI techniques have made progress in creating and detecting 
deepfakes. Models like Convolutional Neural Networks and EfficientNet have made 

detection more accurate.. Problems like making models work well in all cases scaling and 

processing in real-time still exist. Also better generative models have made fake media 
look more real making detection harder. 

 

To solve these problems, the proposed AI Deepfake SaaS platform wants to bring 
detection, generation, and enhancement into one system that can grow. By using deep 

learning models with a cloud-based system and easy-to-use interface, the project helps 

make AI-powered media analysis more useful, accessible, and effective in real-life 
situations. Deepfake detection and an AI Deepfake SaaS platform are key to achieving 

this goal. The AI Deepfake SaaS platform will make it easier to detect deepfakes. 
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3. PROPOSED SYSTEM 

 
The system they are talking about is a cloud-based thing that helps find images and 
videos. It has a bunch of parts like a FastAPI backend and machine learning models that 

do the detection work. There is also a frontend interface that people can use. This system 

lets people upload pictures and videos and get answers away. It can also make images and 
make old ones look better. 

 
 

 
 

 

 

 

 

 

 

 
 

 

 

 

 

Fig 1: Proposed System 
 

 It can find images and videos all by itself. 

 It has a lot of intelligent features like finding fakes, making new images, and 
making old ones look better. 

 It is really good at finding fakes because it uses computer models like CNN and 

EfficientNet. 
 It can look at pictures and videos quickly. 

 It works fast because it is on the cloud. 

 Lots of people can use it at the same time because it is a SaaS thing. 
 It is safe to use because it has security from Firebase. 

 The website is easy to use. Looks nice 

 It is way faster than doing it by hand. It helps stop people from spreading 
information and makes the internet a safer place by improving digital trust and 

stopping deepfake images and videos. 

 

4. METHODOLOGY 
The methodology of the system is organized into the following steps: 

 

1.User Uploads Media: The user puts up a picture or video on the website. The 
website is made using Flask. 

 

2.Media Preprocessing: The system then gets to work on the media. It breaks 
down videos into frames. The system also finds faces in the pictures or frames. It 

then cuts out the face and straightens it out. This helps get the media ready for 

checking. 
 

3.Feature Extraction: The system looks at the pictures or frames. Finds 

important details. These details include where facial features are, patterns in the 
picture, and how things are arranged. 
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4.Deepfake Detection Model: The details are then sent to a computer program. 

This program is trained to spot media. It looks at the details to see if the media 

has been tampered with. 
 

5.Prediction Generation: The program then decides if the media is real or fake.  

 
6.Display Result: The result is then sent back to the website. The user can see 

the result on the webpage. The result will say if the media is Real or Deepfake.  

 

5. Proposed System Software Implementation & Results 

 
1. React Components are really useful for building things that we can use again and again 

like forms to upload things cards to show results and parts that help us navigate. 

2. The useState Hook is used to manage information that changes, such as what the user 

types in how the API responds and whether something is loading or not. 

3. The useEffect Hook is used to do things that have an effect on parts like making API 

calls when components load or get updated. 

4. Axios and the Fetch API are used to send requests from the frontend to the backend 

APIs. 

5. File Upload Handling is used to catch and send image and video files to the backend 

using form data. 

6. Firebase Authentication is used to handle how users log in sign up and get access with 

tokens. 

7. Routing, which is done with Next.js or React Router is used to move between pages 

like the Home page the Upload page and the Results page. 

8. Responsive Design, which uses CSS and Tailwind is used to make sure the application 

works well on both desktop devices. 

9. The Download Feature is used to let users download images that have been generated 

or processed. 

10. The FastAPI Framework is used to build high-performance REST APIs that handle 

requests from clients. 

11. API Endpoints are used to define the routes for things like detecting images detecting 

videos, generating things and making images bigger. 

12. Asynchronous Processing, which uses async and await is used to handle requests at 

the same time without stopping anything. 

13. File Upload Handling, which is also done with UploadFile is used to get and process 

image and video files from the frontend. 

14. Input Validation is used to make sure the right types of files are used and to stop bad 

data from getting in. 

15. Frame Extraction, which is part of video processing is used to turn videos into frames 

so we can analyze them for deepfakes. 

16. Firebase Integration is used for verifying who the user's and storing information 

related to the user. 

17. Token Verification is used to secure the APIs by checking the users identity before 

processing any requests. 

18. CORS Middleware is used to allow the frontend, which's on Vercel and the backend to 

communicate with each other securely. 

19. Ngrok Tunneling is used to make the local or Colab backend, into an API endpoint 

that anyone can use. 
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Fig 2. Test Case on Image. 

    

    

Fig 3 : Test Cases on Video 

Overall, the system demonstrates reliable performance in detecting, Analysing , and 
Showing clear and accurate results. 

 

6.CONCLUSION 

 
In this project, we have managed to come up with a Deepfake Detection System based on 
intelligence and deep learning. Our system primarily aims to determine whether a 

particular image or video is authentic or fake with the help of deepfake technology. We 

dwell upon the Deepfake Detection System and its functions. Media is checked in stages 
by our system.  

 

These stages include:  
• Data validation  

• Preprocessing Frame extraction of video inputs.  

• Model inference  
 

The initial step of preprocessing involves resizing, normalizing and segmenting frames to 

prepare the input data to be analyzed. In the case of video inputs, we extract the frames. 
Examine each of them to identify anomalies. Our Deepfake Detection System is based on 

the principle of learning models, in particular, Convolutional Neural Networks (CNNs). 

These models are conditioned to identify artifacts and anomalies in data. They are able to 
distinguish between real and content based on patterns learnt in many datasets. Our 

system provides prediction outcomes and the confidence scores to indicate the degree of 

reliability of the classification. On the implementational side, our Deepfake Detection 
System is based on a web-based architecture. The frontend of our system is made with a 
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framework that is based on React. This is implemented on a platform and it provides the 
user with an easy means of communicating with the system. We have constructed our 

backend with FastAPI that enables our backend to respond to numerous requests in a 

short duration and manage what we are requested to do in an efficient way. We employ 
Firebase to regulate the people who have access to the system and to store data, and we 

employ cloud storage to work with the media files such as pictures and videos. The 

endpoint is used to access the backend and allows various components of the system to 
communicate with each other. Our Deepfake Detection System can actually know 

whether something is a deepfake, and it knows that correctly. Deepfake Detection System 

is applicable to pictures and videos, which is why the system is quite useful in the real 
world, such as assessing whether media is authentic, ensuring that content is safe, and 

examining digital evidence. We are concerned with the Deepfake Detection System. Our 

system is special due to the Deepfake Detection System. On the whole, this project 
demonstrates how intelligence has been applied to meet the increasing challenges of 

deepfake technologies. The Deepfake Detection System assists in improving media 

security and curbing the dissemination of misinformation and aiding in content 
verification. In the future, we can improve our system by using diverse datasets 

optimizing model performance, and deploying the backend on a scalable cloud 

infrastructure. Such functions as real-time detection, browser extensions, and media 
platform integration may make our Deepfake Detection System more convenient and 

more effective in the real life. 
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