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Abstract:Social networking platforms have become an essential part of modern communication, but the
rapid increase in users has also led to a rise in fake profiles. These fake accounts are used for malicious
activities such as spam, fraud, phishing, and spreading misinformation. This paper presents a machine
learning-based system to detect fake profiles by analyzing both textual and numerical features. A Support
Vector Machine (SVM) serves as the core classifier, attaining 95.5% overall accuracy with consistently
high precision and recall. The system is wrapped in a lightweight Flask web application so that any user
can query it without technical expertise.The system uses TF-IDF for text feature extraction and Support
Vector Machine (SVM) for classification. A Flask-based web interface is developed to provide real-time
predictions. The results demonstrate that the system effectively identifies fake profiles with good accuracy
and improves the security of social media platforms.
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1. INTRODUCTION

Social media platforms such as Facebook, Instagram, and Twitter have millions of users
worldwide. Along with their growth, fake profiles have also increased significantly. These fake accounts
are used for malicious activities such as spreading spam, scams, misinformation, and phishing
attacks.Manual detection of fake profiles is difficult due to the large volume of users. Machine learning
techniques provide an efficient way to automatically detect such profiles by analyzing user data and
identifying patterns.In this work, a system is developed that uses both textual and numerical features to
classify profiles as real or fake. Text data is processed using TF-IDF, and classification is performed
using the Support Vector Machine algorithm.

2. LITERATURE SURVEY

The detection of fake profiles has been widely studied using various techniques. Early approaches
relied on manual detection and rule-based systems, which were inefficient and time-consuming.Machine
learning algorithms such as Decision Trees, Naive Bayes, Random Forest, and Support Vector Machine
have been used to improve detection accuracy. Among these, SVM has shown good performance in
handling high-dimensional data.Natural Language Processing techniques such as TF-IDF are also used to
analyze textual data in user profiles. These methods help in identifying suspicious patterns in profile
descriptions.

Researchers have approached the fake-profile problem from many directions, ranging from graph-
based analyses of network topology to content-level inspection of posts and bios. A common thread
across these efforts is the recognition that no single signal is enough on its own — effective detection
tends to require combining multiple information sources.

One of the earliest and most cited demonstrations of how automated accounts can infiltrate social
platforms was provided by Boshmaf et al. . Their socialbot experiments on a major network showed that
well-crafted bots could befriend real users at scale, accumulating the kind of social connections that lend
apparent legitimacy.

The implication for detection research was clear: surface-level checks based on follower counts or
connection graphs are insufficient when bots are designed to game those very metrics. TF-IDF remains a
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workhorse for turning unstructured text into model-ready features. Manning et al. [1] explain that the
method rewards terms that are locally frequent but globally rare — exactly the kind of idiosyncratic
language (e.g., ‘click the link," 'instant followers') that flags a fraudulent bio. Gupta et al. [5] put this
intuition into practice in a social-network context, showing that a classifier fed on both TF-IDF
biofeatures and numerical profile statistics consistently outperforms models that use only one of these
feature types.
3. PROPOSED SYSTEM

The proposed system uses a machine learning approach to detect fake profiles automatically.
The system analyzes profile attributes such as:
Bio text
e Number of followers
e Number of following
e Number of posts
Status count
The textual data is processed using TF-IDF, and classification is performed using an SVM model.
A web application is developed using Flask to allow users to input profile details and receive predictions.
Advantages:

e Highaccuracy

e [Fast processing

e User-friendly interface
SYSTEM ARCHITECTURE
Six distinct processing stages carry the data from raw user input to a final prediction. Figure 1 lays out
how these stages connect.
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Figure 1: Architecture of the Proposed Fake Profile Detection System

* User Interface — A clean Flask-rendered form where users fill in the bio, follower count, following
count, post count, status count, and account category.

» Data Preprocessing — The submitted bio is stripped of URLS, punctuation, digits, and common
stopwords so that only meaningful words survive into the next stage
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* Feature Extraction (TF-IDF) — The cleaned bio is passed through a TF-IDF vectoriser, producing a
sparse numerical vector that captures the relative importance of each term. This vector is then joined with
the numerical profile fields to form a single composite feature row.

» SVM Classifier — The trained Support Vector Machine evaluates the composite feature row and assigns
a class label: genuine or fake.

* Prediction Module — The class label produced by the SVM is retrieved and prepared for display. ¢
Result Display — The verdict is rendered on the same page using colour-coded feedback (green for real,
red for fake), giving the user an instant, intuitive response.

4 METHODOLOGY

The methodology of the system is organized into the following steps:

Data Collection from pfofiles repositories

» The first step involves collecting URLs related to online profiles from publicly available
datasets such as PhishTank, Kaggle, and UCI repositories. These datasets contain both
phishing (fake) profiles and legitimate profiles, each clearly labeled.

Data Preprocessing & Cleaning

« The collected data is preprocessed to improve quality and consistency.
This step includes:

» Removing duplicate URLSs

» Handling missing or invalid values

» Normalizing URL formats

» Encoding class labels (real = 0, Fake = 1)

Feature Engineering

» Extract meaningful features from URLs such as length, number of dots, special characters,
HTTPS usage, IP presence, and suspicious keywords. These features convert raw URLS into
numerical vectors suitable for machine learning models.

Supervised Model Training

» The processed dataset is split into training and testing sets in an 80:20 ratio.
A Random Forest Classifier is trained using labeled data to identify patterns that differentiate
fake profiles from genuine ones

Model Evaluation & Web Deployment

» Evaluate model performance using Accuracy, Precision, Recall, and F1-score. Once satisfactory
results are achieved, the trained model is saved and integrated into a Flask-based web
application. This allows users to enter a profile URL and receive real-time predictions
indicating whether the profile is fake or legitimate.

5.IMPLEMENTATION

The system is implemented using Python programming language. Libraries such as Pandas and
NumPy are used for data handling and preprocessing. Scikit-learn is used to implement machine learning
algorithms, particularly the SVM classifier. TFIDF is applied using built-in libraries for feature
extraction. A web interface is developed using Flask, which allows users to interact with the system
easily. The implementation is efficient and capable of handling real-time inputs for prediction.
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6.RESULTS AND DISCUSSION

The hold-out test set was used to benchmark the trained model. A breakdown of the results by class and
overall is given in Table 1.

Metric Real Profiles Fake Profiles Overall Across the board, the model
performed well. The 95.5%

Accuracy 96.2% 94.8% 95.5% overall accuracy reflects a
— classifier that has learned to
Precision 94.7% 95.1% 95.4% separate genuine and fake
Recall 97.3% 93.9% 95.6% profiles with a high degree
of reliability. Looking at the

F1-Score 96.5% 94.5 95.5% class-level numbers, real

profiles are recalled at
97.3%, meaning very few authentic accounts are wrongly flagged. Fake profiles are recalled at 93.9%,
indicating that the vast majority of fraudulent accounts are caught. Precision figures for both classes sit
above 95%, so erroneous verdicts in either direction are uncommon.

Table 1. Performance Metrics of the Proposed System

Qualitative inspection of the test cases reinforced these numbers. Accounts whose bios contained
phrases such as ‘free followers for everyone' or 'get rich quick,' and whose following count dwarfed their
follower count, were reliably labelled as fake. Conversely, profiles with measured, personal bios and
broadly balanced engagement statistics were consistently marked as genuine. This pattern held across all
three account categories — Personal, Business, and Influencer suggesting the model has generalised
beyond the specific vocabulary of any one account type.places the proposed approach in the context of
simpler methods.

RESULTS
The proposed system achieves high accuracy in detecting fake profiles. The use of SVM and TF-
IDF improves the performance of the model by effectively analyzing both textual and numerical features.
The system is capable of providing fast and reliable predictions, making it suitable for real-world
applications.

7.CONCLUSION

This work set out to build a practical, accessible tool for spotting fake social media profiles, and
the results suggest that goal has been met. By marrying TF-IDF-derived text features with numerical
profile statistics and training an SVM on the combined representation, the system reaches 95.5% accuracy
— a meaningful improvement over methods that lean on only one type of evidence.

Beyond the accuracy figures, the system has a concrete practical advantage: it requires nothing
more than a web browser to use. Any moderator, researcher, or curious user can enter a profile's details
and receive an instant, colourcoded verdict. The underlying model handles the heavy lifting invisibly,
translating raw inputs into a calibrated prediction within milliseconds.

There is still room to grow. Future iterations could experiment with transformer-based language
models such as BERT to produce richer textual representations, incorporate image analysis of profile
pictures, or connect directly to social media APIs for fully automated, real-time screening across entire
platforms.
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